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CHAPTER 1

Release Notes

1.1 Fluorine Release

Date Released: 2013-12-10

• Notification preferences functionality allowing multiple recipients. See Notification contacts.

• Server runtime details now report I/O statistics for the attached drives in the drives/runtime/io object
from the response. See Server Runtime and Server Details.

• Capabilities call now includes the count allowed snapshots in the snapshots object from the response. See
Capabilities.

• API now returns all numbers as integer literals instead of string literals

Date Released: 2013-11-18

• Global server context is a place to hold server context information, which is common to all user’s servers. See
Global context.

• A call for querying the account current usage Current usage.

• Clarifications regarding drive resize Resizing (Update or Fail).

• Section describing allowed names Permitted characters.

• Fixed documentation of response status codes Servers / VMs, Snapshots, Cloning.

• More flexible call for subscriptions auto-renew Autorenewing.

• Login call returns a json object with the user UUID

• Guest firewall updates are applied every 30 seconds, as opposed to previous versions, when they were applied
immediately on change.

• We now support bursting on IP resources. After the IP subscription has expired, all servers that have the IP
attached as static will continue to operate until the user runs out of money. All other servers, will block outgoing
traffic originating from that IP - i.e. the IP will stop working on servers on which the user configured it manually.

• Manually configuring an IP, given to the user via DHCP, to another server owned by the same user, is now
prohibited.

• Buying a new IP resource, will make the same available on all of the user’s servers without power-cycling them.
The user can manually configure it on his public network interfaces and it will JUST work.

1
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1.2 Oxygen Release

Date Released: 2013-10-07

• Server context can be updated for a running server, by updating server or drive definition. See below.

• It is possible to update name, meta, and tags on a running server or a drive mounted on a running server. See
server edit and drive edit.

• Added an action to update a drive, which will fail to update if the drive is mounted on a running serve. It is
called resize because size is the only drive attribute which cannot be changed on a drive mounted on a running
guest. See Resizing (Update or Fail).

• It is possible to create snapshots for a drive, and later clone the snapshot to a full drive. This makes it possible
to restore from a point-in-time version of the snapshot. See Snapshots.

• Added documentation for uploading drive images though simple HTTP POST. See Upload or Download Drive
Images.

1.3 Nitrogen Release

Date Released: 2013-08-01

• Server context. Server context makes it possible to get configuration information about the server from within
the virtual machine. Server Context

• It is possible to request the system to separate a drive physically from one or more other drives. See Creating
Drives in a Different Availability Group (Create/Clone Avoid).

1.4 Carbon Release

Date Released: 2013-07-08

• Recursive deletion of servers - ability to delete a server and its attached drives with a single API call. See Delete
Server together with attached drives (recursive delete).

Date Released: 2013-05-22

• Firewall functionality. The user can attach firewall policies to NICs. Each policy may have multiple rules for
filtering traffic. See My Network -> policies in WebApp or check Firewall Policies section for API documenta-
tion.

• Web VNC. Users can open VNC sessions directly in WebApp. The browser needs to support websockets. To
open a Web VNC session go to server properties on a running server, open VNC tunnel, click on the VNC button
and choose whether to open the session in the same browser window or in a new browser window/tab.

• The old hdd resource is renamed to dssd (Distributed SSD). This is reflected in all areas of the API. The
subscriptions API still accepts hdd as an alias, but returns dssd. The capabilities API returns dssd.

• OAuth support for single sign-on in WebApp. Users can authenticate in WebApp with an existing account from
Google, Twitter, LinkedIn, or Facebook. See Profile -> settings to connect you CloudSigma account with an
existing OAuth provider.

• Drive images licenses. Servers running with drives from drives library, which contain software that requires
a license need a subscriptions in order to be started. Check Subscriptions -> Purchase -> Software licenses
in WebApp to list or purchase software licenses. See Subscriptions for API docs on purchasing licenses, and
Licenses list for listing purchased licenses.
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• NIC runtime information, when listing running guests, now is also added to the NIC definition, so that it is
easier to access NIC runtime info from the NIC object itself rather than the server runtime. The old NIC runtime
information in the server runtime is retained for backward compatibility.

• Drives attached to stopped guests can now be deleted.

1.5 Boron Release

Date Released: 2013-03-19

1.5.1 API HTTP response status code changes

• HTTP status for PUT (update) requests is changed from 202 Accepted to 200 OK.

• HTTP status for creation of objects is changed from 202 Accepted to 201 Created. This affects Subscription,
Servers, Drives, and Tags creation.

• HTTP status for Subscriptions Calcultaor is changed from 202 Accepted to 200 OK.

• HTTP status for actions with asynchronous results is changed from 200 to 202. This affects action calls on
Servers (start, stop, clone, open_vnc, close_vnc) and Drives (clone).

1.6 Berilium Release

Date Released: 2013-01-16

1.5. Boron Release 3



CloudSigma API ver. 2.0 Documentation, Release unknown

4 Chapter 1. Release Notes



CHAPTER 2

General Notes

2.1 Introduction

2.2 API endpoint

Given a server running the CloudSigma API it will be available on the following base URL e.g.:

https://{loc}.cloudsigma.com/api/2.0/

Where {loc} is a subdomain for a specific location. In the rest of the documentation the URL’s will be given relative
to that base.

Currently the following CloudSigma location endpoints are available:

Location API endpoint
Zurich, Switzerland https://zrh.cloudsigma.com/api/2.0/
Las Vegas, United States https://lvs.cloudsigma.com/api/2.0/

2.3 API Versions

The API version is embedded into the URL. The currently active one is ‘2.0’, e.g.

https://lvs.cloudsigma.com/api/2.0/

2.4 General URL Format

API URLs have the following general format:

https://{api_endpoint}/api/{api_version}/{resource}/{object_id}/action/?{get_request_parameters}

Here is a list of the possible URL formats relative to the base url (https://{api_endpoint}/api/{api_version}):

/{resource}/ These URLs usually point to a list of resources like /servers/ or /drives/. It may also point to a single
resource object such as /profile/.

/{resource}/{object_id}/ These URLs point to a single resource from a list of resources, for example a single server
URL can be: /servers/6e5ceaaa-0cf8-417a-bf47-53e56d4fcaaa/

5
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/{resource}/{object_id}/action/?do={action_name} Some objects have actions. The name of the action is specified
in the ‘do=’ GET parameter. For example a server object has a start action which is called on the following
URL: /servers/6e5ceaaa-0cf8-417a-bf47-53e56d4fcaaa/action/?do=start

2.5 Authentication

The API supports the following authentication methods :

• HTTP Basic

• HTTP Digest

• Cookie based authentication for web/browser based clients.

2.6 HTTP Basic Auth

HTTP Basic Authentication is done with the Authorization header. The value of the header is Basic
base64_encode({user email}:{password}). For example a user with email user.email@domain.tld with
password pass123 results in a value of user.email@domain.tld:pass123, which when encoded in Base64 would result
in the following header:

Authorization: Basic dXNlci5lbWFpbEBkb21haW4udGxkOnBhc3MxMjM=

See RFC 2617 for more detailed discussion of HTTP Basic Authentication.

2.7 Digest Access Authentication

In order to use digest authentication, clients should make the request without any authentication, which will result in a
401 Unauthorized response. The response will contain a challenge in the WWW-Authenticate header which
looks like:

WWW-Authenticate: Digest nonce="1363185031.81:FCF2:443b657bfd1a7340a0841c704d93a579", realm="users", algorithm="MD5", opaque="d7d89a75f4f6e3044626c6c251456e6b401401e7", qop="auth"

Three hashes (we call them HA1 and HA2 and RESPONSE in the example) need to be calculated to generate the
response to the challenge and authenticate. The API uses md5 hashing algorithm (algorithm=”MD5”) and “auth”
quality of protection (qup=”auth”):

HA1 = MD5({username}:{realm}:{password})
HA2 = MD5({method}:{uri})
RESPONSE = MD5(HA1:{nonce}:{nc}:{cnonce}:{qop}:HA2)

The values for realm, nonce, and qop are given in the challenge header WWW-Authenticate. The client has to
provide the username, password, cnonce, and nc. cnonce or client nonce is a random value generated by the client and
nc or nonce counter is a hexadecimal counter which should be incremented with each subsequent request.

The client should send an Authorization header which contains all the values from the WWW-Authenticate
response header, together with the following values username, uri, cnonce, nc, and response, which contains the
calculated RESPONSE hash.

In the example above a user with an email user.email@domain.tld, and with password pass123 may send the following
Authorization header in the next request:

Authorization: Digest username="user.email@domain.tld", realm="users", nonce="1363188235.48:54A3:135f43a8227a1ca54c91da95b0111802", uri="/api/2.0/servers/", cnonce="MDI4Nzcx", nc=00000001, qop=auth, response="06238b01fabaeea8d7923c502a037bb5", opaque="5f0604df80b0c2d09330e802ed47ba5288e5440c", algorithm="MD5"

6 Chapter 2. General Notes
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For more information on Digest access authentication see RFC 2617 or the wikipedia article on Digest Access Au-
thentication.

2.8 Cookie-based Authentication

Browser-based clients can use cookie authentication. The authentication is token in stored in the sessionid cookie.
All requests except GET and OPTIONS require also a CSRF token. The CSRF token is needed to prevent Cross-site
Request Forgery. It is specified as a custom header X-CSRFToken on each request. The value for the CSRF token is
set by the server in the csrftoken cookie.

To obtain a sessionid and csrftoken cookies, make a login request with a POST to
/api/2.0/accounts/action/?do=login with an object containing “username” and “password” fields
with the corresponding username and password values:

POST /api/2.0/accounts/action/?do=login HTTP/1.1
Content-Type:application/json

{"username": "user.email@domain.tld", "password":"pass123"}

The response will contain the two cookies:

Set-Cookie: csrftoken=J24Zr4nEcxZcHtdoaNG02WiWoA0qXFg5; expires=Tue, 11-Mar-2014 15:47:14 GMT; Max-Age=31449600; Path=/
Set-Cookie: sessionid=c38919b96789c3a12c6c204676d63308; expires=Tue, 26-Mar-2013 15:47:14 GMT; httponly; Max-Age=1209600; Path=/

All subsequent requests should contain both sessionid and csrftoken in the Cookie header and csrftoken
in the X-CSRFToken header:

Cookie: sessionid=c38919b96789c3a12c6c204676d63308; csrftoken=J24Zr4nEcxZcHtdoaNG02WiWoA0qXFg5
X-CSRFToken: J24Zr4nEcxZcHtdoaNG02WiWoA0qXFg5

To logout (invalidate current sessionid and csrftoken), one needs to send a POST to
/api/2.0/accounts/action/?do=login with an empty object:

POST /api/2.0/accounts/action/?do=logout HTTP/1.1
Content-Type:application/json

{}

2.9 Data Format (Content Types)

The API supports both the JSON and XML data formats. By default JSON is used. The request format is specified
using the Content-Type header and is required for operations that have a request body. The response format can be
specified in requests using the Accept header. The response contains a Content-Type header specifying the data format
returned. The following table summarizes the request and response headers concerning data format:

Header name Specified in Request Specified in Response
Content-Type applies to request body applies to response body
Accept applies to response body not applicable

The values which can be used for data format headers are:

Encoding Header value
JSON application/json or */*
XML application/xml

2.8. Cookie-based Authentication 7
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You can also use a URI parameter ?format=json or ?format=xml to specify the content type of the response, when
sending a GET request. This is useful for querying the API manually (via web browser) and should not be used when
sending requests programmatically. In case both the Content-Type and URI parameter are used, the URI parameter
has precedence. In case there are conflicting URI parameters, the last specified parameter takes precedence. In case of
both application/json and application/xml are specified in an Accept header, JSON is returned. If the
Accept header contains both */* and application/xml or application/json, the */* is ignored and the
more specific content type is used.

2.10 Content Compression

Response body data may be compressed with gzip compression in order to minimize the amount of data being trans-
ferred over the wire. To request response body compression use the Accept-Encoding header on the request. The
response will contain a Content-Encoding header specifying the gzip compression algorithm.

Type Header Value
Request Accept-Encoding gzip
Response Content-Encoding gzip

2.11 Request Methods

The API uses different HTTP request methods for different types of operations. In order to list the available HTTP
request methods on a URL use an OPTIONS method request on it.

Example: Request:

OPTIONS /2.0/servers/ HTTP/1.1

Response:

HTTP/1.0 200 OK

GET,PUT,DELETE,POST

The following table specifies that meanings of HTTP methods, which can be used by API clients:

GET Retrieve a resource or a list of resources.

PUT Update an existing resource. PUT implies an idempotent action (a request, which when repeated
with the same arguments will always yield the same result).

POST Create a resources, or do an action on an object (like do start action on a server). POST is used
for non-idempotent request (requests, which may have different results if repeated multiple times,
even if the input data is the same).

DELETE Delete a resource.

OPTIONS Get a comma separated list of the supported HTTP methods on a URL.

2.12 Response Status Codes

The API uses the standard HTTP status code classes, where a code from 200 to 299 signifies success. Request errors
have status codes between 400 and 499, and server side errors have codes between 500 and 599. The following status
codes are returned by the API:

Success Status Codes:

8 Chapter 2. General Notes
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200 OK. Successful request.

201 Object Created. This request is used for calls which create new objects, such as create drive or create
server. The Location response header contains the URI of the newly created object.

202 Accepted. This header is used for long-running or asynchronous operations such as starting a server
or cloning a drive. The header also implies that the request the request may not succeed and may be
canceled

204 No Content. The request was successful an there is no content in response body. This status is used
for successful DELETE requests. Clients should be aware to not parse the body as it is empty and is
not a valid JSON or XML document.

API errors usally contain a body which describes the error. Check the Errors section for explanation of the error
message format.

Request Error Status Codes:

400 Bad Request. This status means that there is an error in the request. The request error may be data
format error (non-valid JSON or XML) or an invalid value.

401 Unauthorized. The provided credentials are incorrect or missing. This response status is normal part
of digest authentication in which case, the response will contain WWW-Authenticate header with
an authentication challenge.

402 Payment Required. This error means there are not enough funds in the account to complete action. It
occurs when trying to buy subscription without having enough funds in the account, or when trying
to start a server without having enough funds for burst usage of 5 days.

403 Forbidden. The provided credentials are correct but the user is not permitted to complete the action.
This status is used for either “permission” or “operation not allowed” error.

404 Not Found. The requested object does not exist. This error occurs when requesting non-existing
resource. The resource may have never been created, or it may be deleted.

405 Method Not Allowed. This error occurs, when using incorrect HTTP method on an URL. For example
DELETE requests are not allowed on /profile/ URL, and will return a 405 status.

406 Not Acceptable. This error occurs when the content type requested through the Accept header
is not supported by the API. The content types supported by the API are application/json,
application/xml, and */*, which defaults to application/json. If the Accept header
of the request does not contain any of this content types, a 406 status will be returned.

System Error Status Code

500 Internal Server Error. This status means a system error has occurred. Please contact support if you
encounter such an error.

503 Service Unavailable. This status means that the system temporarily cannot fulfil request. This status
is returned for concurrent updates, when the client makes multiple concurrent requests which try to
update the same values, or when the system is out of capacity.

2.13 Rate Limits

The API server needs to impose call-rate limits to protect the infrastructure from being maliciously overloaded. We
can also think of different rated of GET, PUT, POST and DELETE methods as usually these will vary widely in the
load impacted on the system.

2.13. Rate Limits 9
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Verb URI RegEx Limit
POST .* 100 / min
POST ^/servers/ 500 / day
PUT .* 100 / min
GET .* 100 / min
DELETE .* 1000 / min

Note: these limits may change in future

2.14 Permitted characters

The API accepts Unicode characters, with the recommended charset being UTF-8. The only special case is \0, which
terminates the string.

10 Chapter 2. General Notes



CHAPTER 3

Pagination

3.1 Options

All the API requests that return lists of objects support pagination. This is done via two GET parameters:

• offset specifies the index at which to start returning objects. It is a zero based index.

• limit specifies the maximum number of objects to be returned. If set to 0, all resources will be returned.

Example request:

GET /api/2.0/servers/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 9

},
"objects": [

{
"name": "test_server_0",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/36bb3ef5-c736-4b4f-ad67-f7c52e67daf7/",
"runtime": null,
"status": "stopped",
"uuid": "36bb3ef5-c736-4b4f-ad67-f7c52e67daf7"

},
{

"name": "test_start_stop_server_37",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},

11
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"resource_uri": "/api/2.0/servers/e8383fc4-334a-43d0-920d-1ce46fcec194/",
"runtime": null,
"status": "stopping",
"uuid": "e8383fc4-334a-43d0-920d-1ce46fcec194"

},
{

"name": "test_start_stop_server_36",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/2d1e33d0-b522-4abb-aed8-9a96d9a0ac79/",
"runtime": null,
"status": "stopping",
"uuid": "2d1e33d0-b522-4abb-aed8-9a96d9a0ac79"

},
{

"name": "test_start_stop_server_38",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/ccb40020-f7e8-4d14-871b-e5f3e18305f0/",
"runtime": null,
"status": "stopping",
"uuid": "ccb40020-f7e8-4d14-871b-e5f3e18305f0"

},
{

"name": "test_start_stop_server_39",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/d7b305be-c324-46b4-87be-a5331b1cff71/",
"runtime": null,
"status": "stopping",
"uuid": "d7b305be-c324-46b4-87be-a5331b1cff71"

},
{

"name": "test_server_4",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/70cf198a-3e5d-4d36-a0bd-ec764a7b0541/",
"runtime": null,
"status": "stopped",
"uuid": "70cf198a-3e5d-4d36-a0bd-ec764a7b0541"

},
{

"name": "test_server_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/dbed7cff-9adb-44aa-95fa-9dfbc95b251a/",
"runtime": null,
"status": "stopped",
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"uuid": "dbed7cff-9adb-44aa-95fa-9dfbc95b251a"
},
{

"name": "test_server_3",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/64b63b99-bebb-4166-8572-06d81f4ad991/",
"runtime": null,
"status": "stopped",
"uuid": "64b63b99-bebb-4166-8572-06d81f4ad991"

},
{

"name": "test_server_2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/0d26e0d3-c0a5-4712-abea-ab4bede69b1c/",
"runtime": null,
"status": "stopped",
"uuid": "0d26e0d3-c0a5-4712-abea-ab4bede69b1c"

}
]

}

3.2 Meta information

The API returns an object with meta information about the request:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 9

}
}

3.2. Meta information 13
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CHAPTER 4

Errors

4.1 Format

When one or more errors occur, they are returned to the client in an object with three fields:

• error_type: The type of error, one of: validation, notexist, backend, permission, database,
concurrency, billing, payment

• error_message: A description of the error that occurred.

• error_point: The point at which the error occurred. Always present, but can sometimes be null.

4.2 Types

The types of errors:

• validation: An error occurred while validating the submitted data. If the error is related to a
particular field, it will set the error_point.

• notexist: The object you are trying to access does not exist.

• backend: There was a problem completing the request on the backend. Please contact the support
department.

• permission: You do not have permission to complete the operation. May set the error_point.

• database: There was a database error.

• concurrency: There was a concurrency error caused by two simultaneous conflicting operations
(i.e. trying to start and delete a server at the same time). The operation should be retried.

• billing: There was a billing problem.

• payment: There was a problem processing your payment.

4.3 Example

POST /subscriptions/
Example request:

15
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{
"amount": "1",
"from_time": "2012-03-28T14:10:15.948157",
"period": "2 weeks"

}

Example response:

[
{

"error_message": "This field is required",
"error_point": "resource",
"error_type": "validation"

}
]

16 Chapter 4. Errors



CHAPTER 5

Capabilities

5.1 Allowed HTTP methods

Method Description
GET get the capabilities object

Note: See RFC 2616 for more details on HTTP methods semantics

The capabilities API call is used to gather all the basic, sensible limits of the API, to prevent applying static limits
inside the client application.

GET /capabilities/

statuscode 200 no error

Example request:

GET /api/2.0/capabilities/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"drives": {

"dssd": {
"max_size": 6309565034183,
"min_size": 536870912

}
},
"servers": {

"cpu": {
"max": 40000,
"min": 250

},
"cpu_per_smp": {

"max": 2200,
"min": 1000

},
"mem": {

"max": 68719476736,

17
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"min": 268435456
},
"smp": {

"max": 24,
"min": 1

}
},
"snapshots": {

"current": 0,
"max": 600

}
}

Note: Bare in mind, that these capabilities are dynamic - they are based on the cloud usage, location, etc. For example
a location might not support lssd, but support magnetic disk option, or vise versa. If a feature is not supported or is
disabled, it will disappear from the result of this call. Most of the limits are straight forward and easy to figure out -
they match options on servers and drives. There are some exceptions like:

cpu_per_smp this means that the cpu, divided by the smp value, if smp > 1, should be in the range
between 1000 and 2200 MHz. For example a guest with 2000MHz cpu and 2 smp has 1000MHz per
smp and is within the range, but a server with 8000MHz cpu and 2 smp has a 4000MHz per smp,
which is outside of the allowed range.
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CHAPTER 6

Drives

6.1 Allowed HTTP methods

Method Description
GET get / list object/s
POST create new object/s
PUT update / modify object/s
DELETE delete object/s

Note: See RFC 2616 for more details on HTTP methods semantics

6.2 Listing

GET /drives/
Gets the list of drives to which the authenticated user has access.

Parameters

• fields – A set of field names specifying the returned fields

Status Codes

• 200 – no error

Example request 1 - default list:

GET /api/2.0/drives/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response 1 - default list:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 8

},
"objects": [
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{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/d67997c3-ea7e-43dc-870e-afea2017aeea/",
"status": "unmounted",
"uuid": "d67997c3-ea7e-43dc-870e-afea2017aeea"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a9b9eae5-096b-45a3-8b35-8be31547f749/",
"status": "unmounted",
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/89895923-3f45-4d19-80c3-8e7c3de15a82/",
"status": "unmounted",
"uuid": "89895923-3f45-4d19-80c3-8e7c3de15a82"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f714eb49-e35a-438c-82d9-82960da8942f/",
"status": "unmounted",
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/7feae3c2-00fd-41d6-836c-0335fb92f95b/",
"status": "unmounted",
"uuid": "7feae3c2-00fd-41d6-836c-0335fb92f95b"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/38497498-9c92-4bd6-8d81-3fb0a18dfca4/",
"status": "unmounted",
"uuid": "38497498-9c92-4bd6-8d81-3fb0a18dfca4"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
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},
"resource_uri": "/api/2.0/drives/a7010331-a967-4c3c-ac95-bcd5e016098b/",
"status": "unmounted",
"uuid": "a7010331-a967-4c3c-ac95-bcd5e016098b"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/36e1644f-5f3b-4601-b50a-e34e397803e9/",
"status": "unmounted",
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

}
]

}

Example request 2 - just uuid and status fields:

GET /api/2.0/drives/?fields=uuid,status&limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response 2 - just uuid and status fields:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 8

},
"objects": [

{
"status": "unmounted",
"uuid": "d67997c3-ea7e-43dc-870e-afea2017aeea"

},
{

"status": "unmounted",
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"status": "unmounted",
"uuid": "89895923-3f45-4d19-80c3-8e7c3de15a82"

},
{

"status": "unmounted",
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"

},
{

"status": "unmounted",
"uuid": "7feae3c2-00fd-41d6-836c-0335fb92f95b"

},
{

"status": "unmounted",
"uuid": "38497498-9c92-4bd6-8d81-3fb0a18dfca4"

},
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{
"status": "unmounted",
"uuid": "a7010331-a967-4c3c-ac95-bcd5e016098b"

},
{

"status": "unmounted",
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

}
]

}

6.3 Detailed listing

GET /drives/detail/
Gets the detailed list of drives with additional information to which the authenticated user has access.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/drives/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 8

},
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/d67997c3-ea7e-43dc-870e-afea2017aeea/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
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"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "d67997c3-ea7e-43dc-870e-afea2017aeea"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "atom-qnez",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a9b9eae5-096b-45a3-8b35-8be31547f749/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_3",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/89895923-3f45-4d19-80c3-8e7c3de15a82/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
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"storage_type": "dssd",
"tags": [],
"uuid": "89895923-3f45-4d19-80c3-8e7c3de15a82"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Windows Server 2008 Standard",
"name": "msft_p73_04837",
"resource_uri": "/api/2.0/licenses/13/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {

"arch": "32",
"category": "general",
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": "False",
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"os": "windows",
"paid": "True",
"url": ""

},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f714eb49-e35a-438c-82d9-82960da8942f/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 13958643712,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
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"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_4",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/7feae3c2-00fd-41d6-836c-0335fb92f95b/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "7feae3c2-00fd-41d6-836c-0335fb92f95b"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/38497498-9c92-4bd6-8d81-3fb0a18dfca4/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "38497498-9c92-4bd6-8d81-3fb0a18dfca4"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_0",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
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"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
},
"resource_uri": "/api/2.0/drives/a7010331-a967-4c3c-ac95-bcd5e016098b/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "a7010331-a967-4c3c-ac95-bcd5e016098b"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "otom",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/36e1644f-5f3b-4601-b50a-e34e397803e9/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

}
]

}

6.4 List single drive

GET /drives/{uuid}/
Gets detailed information for drive identified by drive_uuid.

Status Codes

• 200 – no error

Example request:
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GET /api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f17cce62-bcc9-4e0b-a57b-a5582b05aff0"

}

6.5 Creating

POST /drives/
Creates a new drive or multiple drives.

Status Codes

• 201 – object created

Example request:

Create a drive

POST /api/2.0/drives/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"media": "disk",
"name": "test_drive_0",
"size": "1024000000"

}
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or create multiple drives

POST /api/2.0/drives/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"media": "disk",
"name": "test_drive_0",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_1",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_2",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_3",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_4",
"size": "1024000000"

}
]

}

or you can omit the {‘objects’: ... } and provide only the list:

POST /api/2.0/drives/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

[
{

"media": "disk",
"name": "test_drive_0",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_1",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_2",
"size": "1024000000"

},
{
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"media": "disk",
"name": "test_drive_3",
"size": "1024000000"

},
{

"media": "disk",
"name": "test_drive_4",
"size": "1024000000"

}
]

Example response

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_0",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a7010331-a967-4c3c-ac95-bcd5e016098b/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "creating",
"storage_type": null,
"tags": [],
"uuid": "a7010331-a967-4c3c-ac95-bcd5e016098b"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/d67997c3-ea7e-43dc-870e-afea2017aeea/",
"runtime": {
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"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 1024000000,
"snapshots": [],
"status": "creating",
"storage_type": null,
"tags": [],
"uuid": "d67997c3-ea7e-43dc-870e-afea2017aeea"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/38497498-9c92-4bd6-8d81-3fb0a18dfca4/",
"runtime": {

"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 1024000000,
"snapshots": [],
"status": "creating",
"storage_type": null,
"tags": [],
"uuid": "38497498-9c92-4bd6-8d81-3fb0a18dfca4"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_3",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/89895923-3f45-4d19-80c3-8e7c3de15a82/",
"runtime": {

"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 1024000000,
"snapshots": [],
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"status": "creating",
"storage_type": null,
"tags": [],
"uuid": "89895923-3f45-4d19-80c3-8e7c3de15a82"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_4",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/7feae3c2-00fd-41d6-836c-0335fb92f95b/",
"runtime": {

"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 1024000000,
"snapshots": [],
"status": "creating",
"storage_type": null,
"tags": [],
"uuid": "7feae3c2-00fd-41d6-836c-0335fb92f95b"

}
]

}

6.6 Editing

PUT /drives/{uuid}/
Edits a drive. Note that if the drive is mounted on a running server only the name, meta, tags, and
allow_multimount can be changed. If other fields such as size or media are changed for a drive mounted
on a running server these changes will be ignored. To make sure that the changes are either fully applied or an
error is returned if impossible, use the resize action (Resizing (Update or Fail)). Note that changing drive size
might be a slow operation, and the drive cannot be used during the resizing.

Status Codes

• 200 – no errors

Example request:

PUT /api/2.0/drives/d36140a9-6586-4fe0-9b3f-fabb4649fa3e/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"media": "cdrom",
"name": "test_drive_y",
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"size": 1024000000
}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "cdrom",
"meta": {},
"mounted_on": [],
"name": "test_drive_y",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/d36140a9-6586-4fe0-9b3f-fabb4649fa3e/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "d36140a9-6586-4fe0-9b3f-fabb4649fa3e"

}

6.7 Resizing (Update or Fail)

POST /drives/{uuid}/action/?do=resize

In order to make sure that drive changes take effect, one can use the resize action. It updates a drive definition, and
returns an error if not possible to completely apply the new drive definition, which may happen if the drive is mounted
on a running server. The name of the action is resize because only drive size cannot be changed for a drive mounted
on a running server.

Note that the resize action is a full definition update (it can update even name and meta), so a full definition should be
provided to this call.

Example:

POST /api/2.0/drives/84feaa96-fc08-45de-8b0a-33ea1b3ca647/action/?do=resize HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
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"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/84feaa96-fc08-45de-8b0a-33ea1b3ca647/",
"runtime": {

"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 4294967296,
"snapshots": [],
"status": "creating",
"storage_type": null,
"tags": [],
"uuid": "84feaa96-fc08-45de-8b0a-33ea1b3ca647"

}

Note that the drive in the response is with status resizing:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/84feaa96-fc08-45de-8b0a-33ea1b3ca647/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 2147483648,
"snapshots": [],
"status": "resizing",
"storage_type": "dssd",
"tags": [],
"uuid": "84feaa96-fc08-45de-8b0a-33ea1b3ca647"

}
]

}
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6.8 Meta

It is possible to add arbitrary key-value data to a drive definition. See Objects’ meta field for more information.

6.9 Deleting

6.9.1 Single drive

DELETE /drives/{uuid}/
Deletes a single mounted or unmounted drive.

Status Codes

• 204 – No content, object deletion started.

Example request:

DELETE /api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 204 NO CONTENT
Content-Type: text/html; charset=utf-8

6.9.2 Multiple drives

DELETE /drives/
Deletes multiple mounted or unmounted drives specified by their UUID’s.

statuscode 204 No content, object deletion started.

Example request:

Request body

{"objects":
[

{
"uuid":"b137e217-42b6-4ecf-8575-d72efc2d3dbd",

},
{
"uuid":"e035a488-8587-4a15-ab25-9b7343236bc9",

},
{
"uuid":"feded33c-106f-49fa-a1c4-be5c718ad1b5",

}
]

}

Example response:

HTTP/1.0 204 NO CONTENT
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6.10 Cloning

POST /drives/{uuid}/action/?do=clone
Clones a drive. Request body is optional and any or all of the key/value pairs can be omitted.

Status Codes

• 202 – Action accepted, execution is proceeding.

Example request:

POST /api/2.0/drives/0edc2f50-20de-405b-aca8-a4a6bc4a65b6/action/?do=clone HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"affinities": [],
"media": "cdrom",
"name": "test_drive_y"

}

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "cdrom",
"meta": {},
"mounted_on": [],
"name": "test_drive_y",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/bf645eae-ce03-4208-87bf-19126b14ea9d/",
"runtime": {

"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 1024000000,
"snapshots": [],
"status": "cloning_dst",
"storage_type": null,
"tags": [],
"uuid": "bf645eae-ce03-4208-87bf-19126b14ea9d"

}
]

}
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6.10.1 Request schema

{
"description":"Clone drive",
"properties":{

"name":{
"description": "Name of the cloned drive",

}
"media":{

"description": "Media of the cloned drive",
}
"affinities":{

"description": "Affinities of the cloned drive",
}

}
}

6.11 Availability groups

It is possible to query which drives share common storage hosts. See Drives availability groups.

6.12 Creating or Cloning drives to Different infrastructure (Avoid)

It is possible to hint the system which drives are preferred to be on separate physical storage host. See Creating Drives
in a Different Availability Group (Create/Clone Avoid).

6.13 Licenses

Drives can have licenses attached to them. This means usage of the given drive on a running server requires either
posession of subscriptions for the given licenses or additional payment. Typical such example are some drives in the
drives library, see Licensed drive images and Licenses list

36 Chapter 6. Drives



CloudSigma API ver. 2.0 Documentation, Release unknown

6.14 Drive State Diagram

6.15 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"put",
"delete"

],
"allowed_list_http_methods": [

"get",
"put",
"delete",
"post"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"affinities": {
"choices": [
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"ssd"
],
"default": [],
"help_text": "A list of affinities this drive should belong to",
"readonly": false,
"required": false,
"type": "list"

},
"allow_multimount": {

"default": false,
"help_text": "Allow the drive to be mounted on multiple guests. Not taken into account when drive is cdrom.",
"readonly": false,
"required": false,
"type": "boolean"

},
"jobs": {

"default": "No default provided.",
"help_text": "Background jobs related to this resource",
"readonly": true,
"required": true,
"type": "related"

},
"licenses": {

"default": [],
"fields": {

"amount": {
"default": 1,
"help_text": "Number of licenses",
"readonly": false,
"required": false,
"type": "integer"

},
"license": {

"default": "No default provided.",
"help_text": "A single related resource. Can be either a URI or set of nested resource data.",
"readonly": false,
"required": true,
"type": "related"

},
"user": {

"default": null,
"help_text": "Owner of the license",
"readonly": false,
"required": false,
"type": "related"

}
},
"help_text": "A list of licenses attached to this drive",
"readonly": false,
"required": false,
"type": "related"

},
"media": {

"choices": [
"cdrom",
"disk"

],
"default": null,
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"help_text": "Media representation type",
"readonly": false,
"required": true,
"type": "string"

},
"meta": {

"default": {},
"help_text": "User defined meta information",
"readonly": false,
"required": false,
"type": "dict"

},
"mounted_on": {

"default": "No default provided.",
"help_text": "Servers on which this drive is mounted on",
"readonly": true,
"required": false,
"type": "related"

},
"name": {

"default": null,
"help_text": "Human readable name of the drive",
"readonly": false,
"required": true,
"type": "string"

},
"owner": {

"default": null,
"help_text": "Owner of the drive",
"readonly": true,
"required": false,
"type": "related"

},
"resource_uri": {

"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"readonly": true,
"required": true,
"type": "string"

},
"runtime": {

"default": "No default provided.",
"fields": {

"is_snapshotable": {
"default": "No default provided.",
"help_text": "Specifies if the drive supports snapshotting",
"readonly": true,
"required": true,
"type": "boolean"

},
"snapshots_allocated_size": {

"default": "No default provided.",
"help_text": "Sum of the allocated size of this drive’s snapshots",
"readonly": true,
"required": false,
"type": "integer"

},
"storage_type": {
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"default": "No default provided.",
"help_text": "Underlying storage",
"readonly": true,
"required": true,
"type": "string"

}
},
"help_text": "Runtime information of the drive",
"readonly": true,
"required": false,
"type": "related"

},
"size": {

"default": null,
"help_text": "Size of the drive in bytes",
"readonly": false,
"required": true,
"type": "integer"

},
"snapshots": {

"default": "No default provided.",
"help_text": "Servers on which this drive is mounted on",
"readonly": true,
"required": false,
"type": "related"

},
"status": {

"default": "No default provided.",
"help_text": "Status of the drive.",
"readonly": true,
"required": true,
"type": "string"

},
"storage_type": {

"default": "No default provided.",
"help_text": "Underlying storage",
"readonly": true,
"required": true,
"type": "string"

},
"tags": {

"default": [],
"help_text": "Tags associated with this drive",
"readonly": false,
"required": false,
"type": "list"

},
"uuid": {

"default": null,
"help_text": "UUID of the drive",
"readonly": true,
"required": true,
"type": "string"

}
}

}
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Snapshots

Snapshots are point-in-time versions of a drive. They can be cloned to a full drive, which makes it possible to restore
an older version of a VM image.

Snapshots are billed based on their occupied size. Since only the difference from the current drive image is stored, a
single snapshot’s size will be equal to the size of the data which was changed since the snapshot was taken. If no data
was changed, the snapshot’s size will be zero.

Note that snapshots are billed as drive, so drive subscriptions should be bought in order not to burst on snapshots
usage.

7.1 Allowed HTTP methods

Method Description
GET get / list object/s
POST create new object/s
PUT update / modify object/s
DELETE delete object/s

Note: See RFC 2616 for more details on HTTP methods semantics

7.2 Listing

GET /snapshots/
Gets the list of snapshot to which the authenticated user has access.

Parameters

• fields – A set of field names specifying the returned fields

Status Codes

• 200 – no error

Example request - default list:

GET /api/2.0/snapshots/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response - default list:
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 6

},
"objects": [

{
"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/712151b7-a4a4-4bfe-b888-1b091ac0fb1f/",
"uuid": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f"

},
"meta": {},
"name": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f__2013-12-10__11_42_08",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/dd65ec99-9c7c-4e77-8051-3dcd30698afc/",
"status": "available",
"timestamp": "2013-12-10 11:42:08.306231+00:00",
"uuid": "dd65ec99-9c7c-4e77-8051-3dcd30698afc"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/07597278-37a8-4745-8aec-4d0cb5aef5ff/",
"uuid": "07597278-37a8-4745-8aec-4d0cb5aef5ff"

},
"meta": {},
"name": "07597278-37a8-4745-8aec-4d0cb5aef5ff__2013-12-10__11_42_11",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/01c9c677-87b6-4bf3-a079-342f6f6a6f44/",
"status": "available",
"timestamp": "2013-12-10 11:42:11.032881+00:00",
"uuid": "01c9c677-87b6-4bf3-a079-342f6f6a6f44"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/07597278-37a8-4745-8aec-4d0cb5aef5ff/",
"uuid": "07597278-37a8-4745-8aec-4d0cb5aef5ff"

},
"meta": {},
"name": "07597278-37a8-4745-8aec-4d0cb5aef5ff__2013-12-10__11_42_12",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/caf68e93-7bfc-486d-a6c7-1994154c8f65/",
"status": "available",
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"timestamp": "2013-12-10 11:42:12.115844+00:00",
"uuid": "caf68e93-7bfc-486d-a6c7-1994154c8f65"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/",
"uuid": "2da641a2-7534-42bd-bd7c-4d4919a1934f"

},
"meta": {},
"name": "2da641a2-7534-42bd-bd7c-4d4919a1934f__2013-12-10__11_42_06",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/37fe58d2-bfc1-46f6-81e7-606dac2c7c4c/",
"status": "available",
"timestamp": "2013-12-10 11:42:06.179787+00:00",
"uuid": "37fe58d2-bfc1-46f6-81e7-606dac2c7c4c"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/",
"uuid": "2da641a2-7534-42bd-bd7c-4d4919a1934f"

},
"meta": {},
"name": "2da641a2-7534-42bd-bd7c-4d4919a1934f__2013-12-10__11_42_07",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/8edd53bf-ba08-4a34-9a60-5376aca35395/",
"status": "available",
"timestamp": "2013-12-10 11:42:07.249723+00:00",
"uuid": "8edd53bf-ba08-4a34-9a60-5376aca35395"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/712151b7-a4a4-4bfe-b888-1b091ac0fb1f/",
"uuid": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f"

},
"meta": {},
"name": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f__2013-12-10__11_42_09",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/598d0c49-7a2c-4516-a539-e6f2ad7587a0/",
"status": "available",
"timestamp": "2013-12-10 11:42:09.346134+00:00",
"uuid": "598d0c49-7a2c-4516-a539-e6f2ad7587a0"

}
]

}
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7.3 Detailed listing

GET /snapshots/detail/
Gets the detailed list of snapshots with additional information to which the authenticated user has access.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/snapshots/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 6

},
"objects": [

{
"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/712151b7-a4a4-4bfe-b888-1b091ac0fb1f/",
"uuid": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f"

},
"meta": {},
"name": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f__2013-12-10__11_42_08",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/dd65ec99-9c7c-4e77-8051-3dcd30698afc/",
"status": "available",
"timestamp": "2013-12-10 11:42:08.306231+00:00",
"uuid": "dd65ec99-9c7c-4e77-8051-3dcd30698afc"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/07597278-37a8-4745-8aec-4d0cb5aef5ff/",
"uuid": "07597278-37a8-4745-8aec-4d0cb5aef5ff"

},
"meta": {},
"name": "07597278-37a8-4745-8aec-4d0cb5aef5ff__2013-12-10__11_42_11",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/01c9c677-87b6-4bf3-a079-342f6f6a6f44/",
"status": "available",
"timestamp": "2013-12-10 11:42:11.032881+00:00",
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"uuid": "01c9c677-87b6-4bf3-a079-342f6f6a6f44"
},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/07597278-37a8-4745-8aec-4d0cb5aef5ff/",
"uuid": "07597278-37a8-4745-8aec-4d0cb5aef5ff"

},
"meta": {},
"name": "07597278-37a8-4745-8aec-4d0cb5aef5ff__2013-12-10__11_42_12",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/caf68e93-7bfc-486d-a6c7-1994154c8f65/",
"status": "available",
"timestamp": "2013-12-10 11:42:12.115844+00:00",
"uuid": "caf68e93-7bfc-486d-a6c7-1994154c8f65"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/",
"uuid": "2da641a2-7534-42bd-bd7c-4d4919a1934f"

},
"meta": {},
"name": "2da641a2-7534-42bd-bd7c-4d4919a1934f__2013-12-10__11_42_06",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/37fe58d2-bfc1-46f6-81e7-606dac2c7c4c/",
"status": "available",
"timestamp": "2013-12-10 11:42:06.179787+00:00",
"uuid": "37fe58d2-bfc1-46f6-81e7-606dac2c7c4c"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/",
"uuid": "2da641a2-7534-42bd-bd7c-4d4919a1934f"

},
"meta": {},
"name": "2da641a2-7534-42bd-bd7c-4d4919a1934f__2013-12-10__11_42_07",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/8edd53bf-ba08-4a34-9a60-5376aca35395/",
"status": "available",
"timestamp": "2013-12-10 11:42:07.249723+00:00",
"uuid": "8edd53bf-ba08-4a34-9a60-5376aca35395"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/712151b7-a4a4-4bfe-b888-1b091ac0fb1f/",
"uuid": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f"
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},
"meta": {},
"name": "712151b7-a4a4-4bfe-b888-1b091ac0fb1f__2013-12-10__11_42_09",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/598d0c49-7a2c-4516-a539-e6f2ad7587a0/",
"status": "available",
"timestamp": "2013-12-10 11:42:09.346134+00:00",
"uuid": "598d0c49-7a2c-4516-a539-e6f2ad7587a0"

}
]

}

7.4 List single snapshot

GET /snapshots/{uuid}/
Gets detailed information for snapshot identified by snapshot_uuid.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/snapshots/01c9c677-87b6-4bf3-a079-342f6f6a6f44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/07597278-37a8-4745-8aec-4d0cb5aef5ff/",
"uuid": "07597278-37a8-4745-8aec-4d0cb5aef5ff"

},
"meta": {},
"name": "07597278-37a8-4745-8aec-4d0cb5aef5ff__2013-12-10__11_42_11",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/01c9c677-87b6-4bf3-a079-342f6f6a6f44/",
"status": "available",
"timestamp": "2013-12-10 11:42:11.032881+00:00",
"uuid": "01c9c677-87b6-4bf3-a079-342f6f6a6f44"

}
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7.5 Creating

POST /snapshots/
Creates a new snapshot or multiple snapshots.

Status Codes

• 201 – object created

Example request:

Create a snapshot

POST /api/2.0/snapshots/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"drive": "b7ef4ef8-88d8-4fd6-b978-c2302bbd9aaf",
"meta": {

"key": "val"
},
"name": "first_snapshot"

}

Example response

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"allocated_size": null,
"drive": {

"resource_uri": "/api/2.0/drives/b7ef4ef8-88d8-4fd6-b978-c2302bbd9aaf/",
"uuid": "b7ef4ef8-88d8-4fd6-b978-c2302bbd9aaf"

},
"meta": {

"key": "val"
},
"name": "first_snapshot",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/6a2f715d-cd61-444b-bb82-a9c383373603/",
"status": "creating",
"timestamp": "2013-12-10 11:41:38.497969+00:00",
"uuid": "6a2f715d-cd61-444b-bb82-a9c383373603"

}
]

}

7.6 Editing

PUT /snapshots/{uuid}/
Edits a snapshot.
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Status Codes

• 200 – no errors

Example request:

Example response:

7.7 Meta

It is possible to add arbitrary key-value data to a snapshot definition. See Objects’ meta field for more information.

7.8 Deleting

7.8.1 Single snapshot

DELETE /snapshots/{uuid}/
Deletes a single snapshot.

Status Codes

• 204 – No content, object deletion started.

Example request:

DELETE /api/2.0/snapshots/6a2f715d-cd61-444b-bb82-a9c383373603/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 204 NO CONTENT
Content-Type: text/html; charset=utf-8

7.8.2 Multiple snapshots

DELETE /snapshots/
Deletes multiple mounted or unmounted snapshots specified by their UUID’s.

statuscode 204 No content, object deletion started.

Example request:

Request body

{"objects":
[

{
"uuid":"b137e217-42b6-4ecf-8575-d72efc2d3dbd",

},
{
"uuid":"e035a488-8587-4a15-ab25-9b7343236bc9",

},
{
"uuid":"feded33c-106f-49fa-a1c4-be5c718ad1b5",

}
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]
}

Example response:

HTTP/1.0 204 NO CONTENT

7.9 Cloning

POST /snapshots/{uuid}/action/?do=clone
Clones a snapshot to a drive. Request body is optional and any or all of the key/value pairs can be omitted.

Status Codes

• 202 – Action accepted, execution is proceeding.

Example request:

POST /api/2.0/snapshots/499240bb-036d-4fd3-ae45-7d58d527876b/action/?do=clone&avoid=2977567b-e7fe-45e7-a226-1ac12ce0d846 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{}

Example response: The response is actually a drive definition

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "2977567b-e7fe-45e7-a226-1ac12ce0d846__2013-12-10__11_41_07",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": {

"resource_uri": "/api/2.0/drives/499b648c-91ee-409d-9fe4-25ca534421b1/",
"uuid": "499b648c-91ee-409d-9fe4-25ca534421b1"

},
"runtime": {

"is_snapshotable": null,
"snapshots_allocated_size": 0,
"storage_type": null

},
"size": 1024000000,
"snapshots": [],
"status": "cloning_dst",
"storage_type": null,
"tags": [],
"uuid": "499b648c-91ee-409d-9fe4-25ca534421b1"

}
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7.10 Listing drive snapshots

There are 2 ways of getting all snapshots of a drive

7.10.1 By filtering snapshots

You can apply drive filter to snapshots

GET /snapshots/{uuid}/?drive={drive_uuid}

GET /api/2.0/snapshots/detail/?limit=0&drive=2da641a2-7534-42bd-bd7c-4d4919a1934f HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 2

},
"objects": [

{
"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/",
"uuid": "2da641a2-7534-42bd-bd7c-4d4919a1934f"

},
"meta": {},
"name": "2da641a2-7534-42bd-bd7c-4d4919a1934f__2013-12-10__11_42_06",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/37fe58d2-bfc1-46f6-81e7-606dac2c7c4c/",
"status": "available",
"timestamp": "2013-12-10 11:42:06.179787+00:00",
"uuid": "37fe58d2-bfc1-46f6-81e7-606dac2c7c4c"

},
{

"allocated_size": 0,
"drive": {

"resource_uri": "/api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/",
"uuid": "2da641a2-7534-42bd-bd7c-4d4919a1934f"

},
"meta": {},
"name": "2da641a2-7534-42bd-bd7c-4d4919a1934f__2013-12-10__11_42_07",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/snapshots/8edd53bf-ba08-4a34-9a60-5376aca35395/",
"status": "available",
"timestamp": "2013-12-10 11:42:07.249723+00:00",
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"uuid": "8edd53bf-ba08-4a34-9a60-5376aca35395"
}

]
}

7.10.2 In drive definition

In the detailed drive definition there is “snapshots” field

GET /drives/{drive_uuid}/

GET /api/2.0/drives/2da641a2-7534-42bd-bd7c-4d4919a1934f/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"snapshots": [

{
"resource_uri": "/api/2.0/snapshots/37fe58d2-bfc1-46f6-81e7-606dac2c7c4c/",
"uuid": "37fe58d2-bfc1-46f6-81e7-606dac2c7c4c"

},
{

"resource_uri": "/api/2.0/snapshots/8edd53bf-ba08-4a34-9a60-5376aca35395/",
"uuid": "8edd53bf-ba08-4a34-9a60-5376aca35395"

}
]

}

7.10.3 Request schema

{
"description":"Clone snapshot",
"properties":{

"name":{
"description": "Name of the cloned snapshot",

}
"media":{

"description": "Media of the cloned snapshot",
}
"affinities":{

"description": "Affinities of the cloned snapshot",
}

}
}

7.11 Schema
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"put",
"delete"

],
"allowed_list_http_methods": [

"get",
"put",
"delete",
"post"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"allocated_size": {
"default": "No default provided.",
"help_text": "Physical size of the snapshot",
"readonly": true,
"required": true,
"type": "integer"

},
"drive": {

"default": null,
"help_text": "Drive UUID",
"readonly": false,
"required": true,
"type": "related"

},
"meta": {

"default": {},
"help_text": "User defined meta information",
"readonly": false,
"required": false,
"type": "dict"

},
"name": {

"default": null,
"help_text": "Optional human readable name of the snapshot",
"readonly": false,
"required": false,
"type": "string"

},
"owner": {

"default": null,
"help_text": "Owner of the snapshot",
"readonly": true,
"required": false,
"type": "related"

},
"resource_uri": {

"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"readonly": true,
"required": true,
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"type": "string"
},
"status": {

"default": "No default provided.",
"help_text": "Status of the snapshot.",
"readonly": true,
"required": true,
"type": "string"

},
"timestamp": {

"default": null,
"help_text": "Timestamp of the snapshot creation",
"readonly": true,
"required": true,
"type": "string"

},
"uuid": {

"default": null,
"help_text": "UUID of the snapshot",
"readonly": true,
"required": true,
"type": "string"

}
}

}
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CHAPTER 8

Library Drives

8.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

8.2 Listing

GET /libdrives/

Gets the list of library drives to which the authenticated user has access.

param fields A set of field names specifying the returned fields

statuscode 200 no error

Example request:

GET /api/2.0/libdrives/?limit=5 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 5,
"offset": 0,
"total_count": 4

},
"objects": [

{
"affinities": [],
"allow_multimount": false,
"arch": "32",
"category": [

"general"
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],
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": false,
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Microsoft Windows Web Server 2008",
"name": "msft_lwa_00135",
"resource_uri": "/api/2.0/licenses/12/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"os": "windows",
"owner": null,
"paid": true,
"resource_uri": "/api/2.0/libdrives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/",
"size": 13958643712,
"status": "unmounted",
"storage_type": null,
"tags": [],
"url": "",
"uuid": "2031d0ac-33e5-41a8-ae47-aeac8d6a14ab"

},
{

"affinities": [],
"allow_multimount": false,
"arch": "64",
"category": [

"general"
],
"description": "",
"favourite": false,
"image_type": "preinst",
"install_notes": "",
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "atom_for_lib",
"os": "linux",
"owner": null,
"paid": false,
"resource_uri": "/api/2.0/libdrives/5489a781-e848-4005-95e0-01fdb2495036/",
"size": 11811160064,
"status": "unmounted",
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"storage_type": null,
"tags": [],
"url": "",
"uuid": "5489a781-e848-4005-95e0-01fdb2495036"

},
{

"affinities": [],
"allow_multimount": false,
"arch": "32",
"category": [

"general"
],
"description": "",
"favourite": false,
"image_type": "install",
"install_notes": "",
"jobs": [],
"licenses": [],
"media": "cdrom",
"meta": {},
"mounted_on": [],
"name": "Test CD-ROM",
"os": "linux",
"owner": null,
"paid": false,
"resource_uri": "/api/2.0/libdrives/1365488f-e767-46fd-9d0b-820314dd6782/",
"size": 1073741824,
"status": "unmounted",
"storage_type": null,
"tags": [],
"url": "",
"uuid": "1365488f-e767-46fd-9d0b-820314dd6782"

},
{

"affinities": [],
"allow_multimount": false,
"arch": "32",
"category": [

"general",
"dbserver",
"gateway",
"router",
"erp",
"security"

],
"description": "This is an empty test drive",
"favourite": false,
"image_type": "preinst",
"install_notes": "",
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "Test library drive",
"os": "other",
"owner": null,
"paid": false,
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"resource_uri": "/api/2.0/libdrives/e52158ef-d2af-4732-8367-896f23b77cec/",
"size": 8589934592,
"status": "unmounted",
"storage_type": null,
"tags": [],
"url": "http://cloudsigma.com/",
"uuid": "e52158ef-d2af-4732-8367-896f23b77cec"

}
]

}

8.3 Detailed listing

Note: For consistency, we left /libdrives/detail/ url enabled, but it returns the same level of detail as the list call.

8.4 List single drive

GET /libdrives/{uuid}/

Gets detailed information for library drive identified by uuid.

statuscode 200 no error

Example request:

GET /api/2.0/libdrives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"arch": "32",
"category": [

"general"
],
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": false,
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Microsoft Windows Web Server 2008",
"name": "msft_lwa_00135",
"resource_uri": "/api/2.0/licenses/12/",
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"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"os": "windows",
"owner": null,
"paid": true,
"resource_uri": "/api/2.0/libdrives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/",
"size": 13958643712,
"status": "unmounted",
"storage_type": null,
"tags": [],
"url": "",
"uuid": "2031d0ac-33e5-41a8-ae47-aeac8d6a14ab"

}

8.5 Attaching library drive

If the library drive is a CDROM media, you can attach it directly to an owned server the same way you attach a regular
drive - specifying the library drive uuid.

8.6 Cloning library drive

POST /libdrives/{uuid}/action/?do=clone
If a library drive is not a CDROM, you have to clone it in your account in order to use it. You can clone a library
drive the same way you clone a regular drive.

8.7 Licensed drive images

Some drives in the library may require additional subscriptions or payment to be used. This is visible from the
licenses field in the drive definition. When you clone such image from drives library to your account, the licenses
remain bound to the cloned drive and can’t be altered upon drive edit. See also Licenses list regarding how to list all
defined licenses.

8.8 Recognizing library drives

Note that library drives can be queried through regular drives API using /drives/{uuid}/. If the drive uuid
happens to be the uuid of a library drive, the drive defintion will be retrieved. In order to differentiate between owned
and library drive, one can check the owner attribute, which is null for library drives.

It is possible to get a library drive through the drives API, because there isn’t a way to know in advance whether an
attached drive in a server definition is owned by the user or one from library.
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Library drives are not listed in the list and detailed list for ordinary drives.

Example:

Get the drive from /drives/{uuid}/:

GET /api/2.0/drives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Microsoft Windows Web Server 2008",
"name": "msft_lwa_00135",
"resource_uri": "/api/2.0/licenses/12/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"owner": null,
"resource_uri": "/api/2.0/drives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 13958643712,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "2031d0ac-33e5-41a8-ae47-aeac8d6a14ab"

}

Notice that there is no owner (it is null).

Get the same drive from /libdrives/{uuid}/:

GET /api/2.0/libdrives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
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{
"affinities": [],
"allow_multimount": false,
"arch": "32",
"category": [

"general"
],
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": false,
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Microsoft Windows Web Server 2008",
"name": "msft_lwa_00135",
"resource_uri": "/api/2.0/licenses/12/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"os": "windows",
"owner": null,
"paid": true,
"resource_uri": "/api/2.0/libdrives/2031d0ac-33e5-41a8-ae47-aeac8d6a14ab/",
"size": 13958643712,
"status": "unmounted",
"storage_type": null,
"tags": [],
"url": "",
"uuid": "2031d0ac-33e5-41a8-ae47-aeac8d6a14ab"

}

8.9 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
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"default_limit": 20,
"fields": {

"affinities": {
"choices": [

"ssd"
],
"default": [],
"help_text": "A list of affinities this drive should belong to",
"readonly": false,
"required": false,
"type": "list"

},
"allow_multimount": {

"default": false,
"help_text": "Allow the drive to be mounted on multiple guests. Not taken into account when drive is cdrom.",
"readonly": false,
"required": false,
"type": "boolean"

},
"arch": {

"default": null,
"help_text": "Operating system bit architecture the drive.",
"readonly": false,
"required": true,
"type": "string"

},
"category": {

"default": [],
"help_text": "Category of the drive.",
"readonly": false,
"required": false,
"type": "list"

},
"description": {

"default": null,
"help_text": "Description of drive image.",
"readonly": false,
"required": false,
"type": "string"

},
"favourite": {

"default": null,
"help_text": "Favourite drive image for user.",
"readonly": false,
"required": true,
"type": "boolean"

},
"image_type": {

"default": null,
"help_text": "Type of drive image.",
"readonly": false,
"required": true,
"type": "string"

},
"install_notes": {

"default": null,
"help_text": "Install notes for the drive image.",
"readonly": false,
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"required": false,
"type": "string"

},
"jobs": {

"default": "No default provided.",
"help_text": "Background jobs related to this resource",
"readonly": true,
"required": true,
"type": "related"

},
"licenses": {

"default": [],
"fields": {

"amount": {
"default": 1,
"help_text": "Number of licenses",
"readonly": false,
"required": false,
"type": "integer"

},
"license": {

"default": "No default provided.",
"help_text": "A single related resource. Can be either a URI or set of nested resource data.",
"readonly": false,
"required": true,
"type": "related"

},
"user": {

"default": null,
"help_text": "Owner of the license",
"readonly": false,
"required": false,
"type": "related"

}
},
"help_text": "A list of licenses attached to this drive",
"readonly": false,
"required": false,
"type": "related"

},
"media": {

"choices": [
"cdrom",
"disk"

],
"default": null,
"help_text": "Media representation type",
"readonly": false,
"required": true,
"type": "string"

},
"meta": {

"default": {},
"help_text": "User defined meta information",
"readonly": false,
"required": false,
"type": "dict"

},
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"mounted_on": {
"default": "No default provided.",
"help_text": "Servers on which this drive is mounted on",
"readonly": true,
"required": false,
"type": "related"

},
"name": {

"default": null,
"help_text": "Human readable name of the drive",
"readonly": false,
"required": true,
"type": "string"

},
"os": {

"default": null,
"help_text": "Operating system of the drive.",
"readonly": false,
"required": true,
"type": "string"

},
"owner": {

"default": null,
"help_text": "Owner of the drive",
"readonly": true,
"required": false,
"type": "related"

},
"paid": {

"default": null,
"help_text": "Paid or free.",
"readonly": false,
"required": true,
"type": "boolean"

},
"resource_uri": {

"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"readonly": true,
"required": true,
"type": "string"

},
"size": {

"default": null,
"help_text": "Size of the drive in bytes",
"readonly": false,
"required": true,
"type": "integer"

},
"status": {

"default": "No default provided.",
"help_text": "Status of the drive.",
"readonly": true,
"required": true,
"type": "string"

},
"storage_type": {

"default": "No default provided.",
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"help_text": "Underlying storage",
"readonly": true,
"required": true,
"type": "string"

},
"tags": {

"default": [],
"help_text": "Tags associated with this drive",
"readonly": false,
"required": false,
"type": "list"

},
"url": {

"default": null,
"help_text": "Operating system bit architecture the drive.",
"readonly": false,
"required": false,
"type": "string"

},
"uuid": {

"default": null,
"help_text": "UUID of the drive",
"readonly": true,
"required": true,
"type": "string"

}
}

}
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CHAPTER 9

Upload or Download Drive Images

9.1 Uploading a drive image

POST https://direct.{loc}.cloudsigma.com/api/2.0/drives/upload/

A drive image can be uploaded by issuing a POST request with the image to /drive/upload/. Note that there is
a different domain endpoint for uploads direct.{loc}.cloudsigma.com.

Currently only raw disk images are supported. The request body should contain the raw byte stream of disk a image
and should specify correct content type (Content-Type: application/octet-stream) in the request
headers. The drive upload API supports only Basic HTTP authentication.

It is very important that the Content-Length contains the correct size of the data to be sent, because it determines
the size of the drive which will be created. Note that if the uploaded image is smaller than the minimum drive size
(Check Capabilities), it will be resized automatically on upload completion.

It is possible to specify the file name in the path, i.e. to upload the image to /drive/upload/file_name path,
but the file name is ignored. This makes it easier to use tools, such as curl, which usually upload to a path ending with
the name of the file.

The returned response contains the UUID of the created drive.

Below is an example on how to upload a drive image using curl:

curl --request POST --user email@example.com:password \
--header ’Content-Type: application/octet-stream’ \
--upload-file /path/to/file \
https://direct.zrh.cloudsigma.com/api/2.0/drives/upload/

Note that in the above command specifying the Content-Type header also sets curl to not encode the body of the
request and leave it as an octet-stream.

The command prints the UUID of the uploaded image. You may want to save it to a file with an output redirect by
appending > uploaded_drive_uuid at the end of the command.

By default curl does not show upload progress. You may add –verbose (-v) option if you use curl on the command line
to print the progress and speed of upload.

9.2 Downloading a drive image

GET https://direct.{loc}.cloudsigma.com/api/2.0/drives/{uuid}/download/
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To download a drive image issue a GET request to /drives/{uuid}/download/. Note that there
is a different domain endpoint for image download direct.{loc}.cloudsigma.com. The download
client should handle HTTP redirects correctly. The resulting response contains an Content-Type:
application/octet-stream file. The file name is set to the image UUID in the Content-Disposition
header.

Below is an example on how to download a drive image using curl:

curl --location \
--remote-name --remote-header-name \
--user email@example.com:password \
https://direct.zrh.cloudsigma.com/api/2.0/drives/ad64ded1-be81-454a-aa14-d7809cca93eb/download/

The –location option instructs curl to follow redirects. The client is expected to follow HTTP redirects.

The above command uses –remote-header-name to save the image into a file named as specified in
Content-Disposition. The name in the content disposition is set to the drive UUID. It is possible to spec-
ify a different output name/path with the –output (-o) option. Note that –remote-header-name should always be used
together with –remote-name.

68 Chapter 9. Upload or Download Drive Images



CHAPTER 10

Servers / VMs

10.1 Allowed HTTP methods

Method Description
GET get / list object/s
POST create new object/s
PUT update / modify object/s
DELETE delete object/s

Note: See RFC 2616 for more details on HTTP methods semantics

10.2 Listing

GET /servers/
Gets the list of servers to which the authenticated user has access.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/servers/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 9

},
"objects": [

{
"name": "test_server_0",
"owner": {
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"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/36bb3ef5-c736-4b4f-ad67-f7c52e67daf7/",
"runtime": null,
"status": "stopped",
"uuid": "36bb3ef5-c736-4b4f-ad67-f7c52e67daf7"

},
{

"name": "test_start_stop_server_37",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/e8383fc4-334a-43d0-920d-1ce46fcec194/",
"runtime": null,
"status": "stopping",
"uuid": "e8383fc4-334a-43d0-920d-1ce46fcec194"

},
{

"name": "test_start_stop_server_36",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/2d1e33d0-b522-4abb-aed8-9a96d9a0ac79/",
"runtime": null,
"status": "stopping",
"uuid": "2d1e33d0-b522-4abb-aed8-9a96d9a0ac79"

},
{

"name": "test_start_stop_server_38",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/ccb40020-f7e8-4d14-871b-e5f3e18305f0/",
"runtime": null,
"status": "stopping",
"uuid": "ccb40020-f7e8-4d14-871b-e5f3e18305f0"

},
{

"name": "test_start_stop_server_39",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/d7b305be-c324-46b4-87be-a5331b1cff71/",
"runtime": null,
"status": "stopping",
"uuid": "d7b305be-c324-46b4-87be-a5331b1cff71"

},
{

"name": "test_server_4",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
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"resource_uri": "/api/2.0/servers/70cf198a-3e5d-4d36-a0bd-ec764a7b0541/",
"runtime": null,
"status": "stopped",
"uuid": "70cf198a-3e5d-4d36-a0bd-ec764a7b0541"

},
{

"name": "test_server_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/dbed7cff-9adb-44aa-95fa-9dfbc95b251a/",
"runtime": null,
"status": "stopped",
"uuid": "dbed7cff-9adb-44aa-95fa-9dfbc95b251a"

},
{

"name": "test_server_3",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/64b63b99-bebb-4166-8572-06d81f4ad991/",
"runtime": null,
"status": "stopped",
"uuid": "64b63b99-bebb-4166-8572-06d81f4ad991"

},
{

"name": "test_server_2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/servers/0d26e0d3-c0a5-4712-abea-ab4bede69b1c/",
"runtime": null,
"status": "stopped",
"uuid": "0d26e0d3-c0a5-4712-abea-ab4bede69b1c"

}
]

}

10.3 Detailed listing

GET /servers/detail/
Gets the detailed list of servers to which the authenticated user has access.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/servers/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 9

},
"objects": [

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server_0",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/36bb3ef5-c736-4b4f-ad67-f7c52e67daf7/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "36bb3ef5-c736-4b4f-ad67-f7c52e67daf7",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 500,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_start_stop_server_37",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/e8383fc4-334a-43d0-920d-1ce46fcec194/",
"runtime": null,
"smp": 1,
"status": "stopping",
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"tags": [],
"uuid": "e8383fc4-334a-43d0-920d-1ce46fcec194",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 500,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_start_stop_server_36",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/2d1e33d0-b522-4abb-aed8-9a96d9a0ac79/",
"runtime": null,
"smp": 1,
"status": "stopping",
"tags": [],
"uuid": "2d1e33d0-b522-4abb-aed8-9a96d9a0ac79",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 500,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_start_stop_server_38",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/ccb40020-f7e8-4d14-871b-e5f3e18305f0/",
"runtime": null,
"smp": 1,
"status": "stopping",
"tags": [],
"uuid": "ccb40020-f7e8-4d14-871b-e5f3e18305f0",
"vnc_password": "testserver"

},
{

"context": true,
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"cpu": 500,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_start_stop_server_39",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/d7b305be-c324-46b4-87be-a5331b1cff71/",
"runtime": null,
"smp": 1,
"status": "stopping",
"tags": [],
"uuid": "d7b305be-c324-46b4-87be-a5331b1cff71",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server_4",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/70cf198a-3e5d-4d36-a0bd-ec764a7b0541/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "70cf198a-3e5d-4d36-a0bd-ec764a7b0541",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
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"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server_1",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/dbed7cff-9adb-44aa-95fa-9dfbc95b251a/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "dbed7cff-9adb-44aa-95fa-9dfbc95b251a",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server_3",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/64b63b99-bebb-4166-8572-06d81f4ad991/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "64b63b99-bebb-4166-8572-06d81f4ad991",
"vnc_password": "testserver"

},
{

"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server_2",
"nics": [],
"owner": {
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"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/0d26e0d3-c0a5-4712-abea-ab4bede69b1c/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "0d26e0d3-c0a5-4712-abea-ab4bede69b1c",
"vnc_password": "testserver"

}
]

}

10.4 Creating

POST /servers/
Creates a new virtual server or multiple servers. The minimial amount of information you need to set is as
follows

Status Codes

• 201 – object created

Example request:

POST /api/2.0/servers/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"cpu": 1000,
"mem": 536870912,
"name": "testServerAcc",
"vnc_password": "testserver"

}
]

}

Example response:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
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"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/f143dfc2-8155-4841-ae53-102af3222440/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "f143dfc2-8155-4841-ae53-102af3222440",
"vnc_password": "testserver"

}
]

}

10.5 Editing

PUT /servers/{uuid}/
Edits a server. Used also for attaching NIC’s and drives to servers. Note that if a server is running, only name,
meta, and tags fields can be changed, and all other changes to the definition of a running server will be
ignored.

Status Codes

• 200 – no error

Example request:

PUT /api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"cpu": 2000,
"mem": 536870912,
"name": "test_server_updated",
"vnc_password": "updated_password"

}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 2000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
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"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server_updated",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "cfb395bb-5955-49ec-935d-a7577a646eb2",
"vnc_password": "updated_password"

}

10.6 Attach a drive

PUT /servers/{uuid}/
Attaching a drive is just an edit server operation.

Status Codes

• 200 – no error

Example request:

PUT /api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"cpu": 2000,
"drives": [

{
"boot_order": 1,
"dev_channel": "0:0",
"device": "virtio",
"drive": "440af451-2948-4cff-924d-40b8bfcdbb51"

}
],
"mem": 536870912,
"name": "test_server_updated",
"vnc_password": "updated_password"

}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
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"cpu": 2000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [

{
"boot_order": 1,
"dev_channel": "0:0",
"device": "virtio",
"drive": {

"resource_uri": "/api/2.0/drives/440af451-2948-4cff-924d-40b8bfcdbb51/",
"uuid": "440af451-2948-4cff-924d-40b8bfcdbb51"

},
"runtime": null

}
],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {

"meta_key2": "value2",
"meta_key3": "value3"

},
"name": "test_server_updated",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "cfb395bb-5955-49ec-935d-a7577a646eb2",
"vnc_password": "updated_password"

}

10.7 Meta

It is possible to add arbitrary key-value data to a server definition. See Objects’ meta field for more information.

10.7.1 Device channel

Device channel is used to specify the controller number and unit number for each attached drive. This is used so every
time you reboot your virtual machine, the drive remains on the same place in your guest OS ( ex: /dev/sdc ) You
specify the channel in the following format - {controller}:{unit} with the following limits for ide and virtio device
types:

• ide - 0:0, 0:1, 1:0, 1:1 ( total of 4 drives, max 2 units per controller, i.e 0-1)

• virtio - 0:0, ..., 0:5, ..., 1:0, etc ( total of 1024 drives, max 6 units per controller i.e 0-5)
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10.8 Deleting

10.8.1 Single server

DELETE /servers/{uuid}/
Deletes a single server.

Status Codes

• 204 – No content, object deletion started.

Example request:

DELETE /api/2.0/servers/f143dfc2-8155-4841-ae53-102af3222440/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 204 NO CONTENT
Content-Type: text/html; charset=utf-8

10.8.2 Delete Server together with attached drives (recursive delete)

DELETE /servers/{uuid}/?recurse={recurse_option}

It is possible to delete a server together with it’s drives (recursive delete). There are three options: delete all attached
drives, delete only disks(non-cdrom drives), or delete only attached cdroms. To recursively delete drives, supply a
recurse URL parameter with a value as described in the following table:

Recurse option Effect
all_drives All attached drives regardless of media type will be deleted
disks Only attached drives with media type disk will be deleted
cdroms Only attached drives with media type cdrom will be deleted

Example request to delete a server with all attached drives:

A server is created with a cdrom and disk drives:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [

{
"boot_order": 1,
"dev_channel": "0:0",
"device": "virtio",
"drive": {

"resource_uri": "/api/2.0/drives/f4d61242-23e6-49a2-81d8-9dc1b71940f8/",
"uuid": "f4d61242-23e6-49a2-81d8-9dc1b71940f8"

},
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"runtime": null
},
{

"boot_order": null,
"dev_channel": "0:0",
"device": "ide",
"drive": {

"resource_uri": "/api/2.0/drives/b21e48e1-6563-4deb-9300-76654642cb93/",
"uuid": "b21e48e1-6563-4deb-9300-76654642cb93"

},
"runtime": null

}
],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 268435456,
"meta": {

"description": "A full server with description"
},
"name": "test_acc_full_server",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"ip_v6_conf": null,
"mac": "22:35:82:2b:4a:7c",
"model": "virtio",
"runtime": null,
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/7785ef60-7a0b-4a11-ae67-29746d141f99/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "7785ef60-7a0b-4a11-ae67-29746d141f99",
"vnc_password": "tester"

}
]

}

The following drives are available in the account:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {
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"limit": 0,
"offset": 0,
"total_count": 5

},
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f4d61242-23e6-49a2-81d8-9dc1b71940f8/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f4d61242-23e6-49a2-81d8-9dc1b71940f8"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "cdrom",
"meta": {},
"mounted_on": [],
"name": "test_drive_2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/b21e48e1-6563-4deb-9300-76654642cb93/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "b21e48e1-6563-4deb-9300-76654642cb93"

},
{

82 Chapter 10. Servers / VMs



CloudSigma API ver. 2.0 Documentation, Release unknown

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "atom-qnez",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a9b9eae5-096b-45a3-8b35-8be31547f749/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Windows Server 2008 Standard",
"name": "msft_p73_04837",
"resource_uri": "/api/2.0/licenses/13/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {

"arch": "32",
"category": "general",
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": "False",
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"os": "windows",
"paid": "True",
"url": ""

},
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"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f714eb49-e35a-438c-82d9-82960da8942f/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 13958643712,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "otom",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/36e1644f-5f3b-4601-b50a-e34e397803e9/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

}
]

}

The server is recursively deleted with all drives:

DELETE /api/2.0/servers/7785ef60-7a0b-4a11-ae67-29746d141f99/?recurse=all_drives HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

After DELETE of the server the, drives attached to the server are deleted:
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HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 3

},
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "atom-qnez",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a9b9eae5-096b-45a3-8b35-8be31547f749/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "otom",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/36e1644f-5f3b-4601-b50a-e34e397803e9/",
"runtime": {

"is_snapshotable": false,
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"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [

{
"amount": 1,
"license": {

"burstable": false,
"long_name": "Windows Server 2008 Standard",
"name": "msft_p73_04837",
"resource_uri": "/api/2.0/licenses/13/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {

"arch": "32",
"category": "general",
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": "False",
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"os": "windows",
"paid": "True",
"url": ""

},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f714eb49-e35a-438c-82d9-82960da8942f/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 13958643712,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"
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}
]

}

Example request to delete a server with attached disk drives and leave CDROMs:

A server is created with a cdrom and disk drives:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [

{
"boot_order": 1,
"dev_channel": "0:0",
"device": "virtio",
"drive": {

"resource_uri": "/api/2.0/drives/f4d61242-23e6-49a2-81d8-9dc1b71940f8/",
"uuid": "f4d61242-23e6-49a2-81d8-9dc1b71940f8"

},
"runtime": null

},
{

"boot_order": null,
"dev_channel": "0:0",
"device": "ide",
"drive": {

"resource_uri": "/api/2.0/drives/b21e48e1-6563-4deb-9300-76654642cb93/",
"uuid": "b21e48e1-6563-4deb-9300-76654642cb93"

},
"runtime": null

}
],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 268435456,
"meta": {

"description": "A full server with description"
},
"name": "test_acc_full_server",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"ip_v6_conf": null,
"mac": "22:35:82:2b:4a:7c",
"model": "virtio",
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"runtime": null,
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/7785ef60-7a0b-4a11-ae67-29746d141f99/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "7785ef60-7a0b-4a11-ae67-29746d141f99",
"vnc_password": "tester"

}
]

}

The following drives are available in the account:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 5

},
"objects": [

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/e4268acb-ad00-42cf-bb9b-40d8df735774/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "e4268acb-ad00-42cf-bb9b-40d8df735774"

},
{
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"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "cdrom",
"meta": {},
"mounted_on": [],
"name": "test_drive_2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/da2f6084-fbeb-4afe-aa8e-93de0b2e1011/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "da2f6084-fbeb-4afe-aa8e-93de0b2e1011"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "atom-qnez",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a9b9eae5-096b-45a3-8b35-8be31547f749/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
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"licenses": [
{

"amount": 1,
"license": {

"burstable": false,
"long_name": "Windows Server 2008 Standard",
"name": "msft_p73_04837",
"resource_uri": "/api/2.0/licenses/13/",
"type": "instance",
"user_metric": ""

},
"user": null

}
],
"media": "disk",
"meta": {

"arch": "32",
"category": "general",
"description": "Please refer to the install notes for a full guide to initial configuration.",
"favourite": "False",
"image_type": "preinst",
"install_notes": "<script type=\"text/javascript\">alert(\"a\");</script>***You must update the default Administrator password for Windows Server Standard 2003***\\n\\nPre-installed Windows Server 2003 Standard 32bit English on 08/10/2010\\n==========================================================\\n\\n1. Connecting to your server via VNC\\n--------------------------------------------------\\n\\na) Having installed a compatible VNC client, open a VNC connection to your server.\\n\\nb) Enter your IP address and VNC password as displayed on your Server Summary Window.\\n\\nc) Start to configure your server.\\n\\n\\n2. Minimum Hardware Requirements\\n---------------------------------------------------\\n\\nThe recommended minimum hardware requirements as publishes by Microsoft can be found through \\n\\nthe following link:\\n\\nhttp://technet.microsoft.com/en-us/library/cc738496(WS.10).aspx\\n\\nWe recommend specifying a higher level of RAM for a better user experience.\\n\\n\\n3. Update your administrator password\\n-----------------------------------------------------\\n\\nThe default administrator password is set to: CloudSigma1\\n\\nPlease CHANGE this IMMEDIATELY after first logging on.\\n\\na) Select &quot;Start&quot; | &quot;Administrative Tools&quot; | &quot;Computer Management&quot;\\n\\nb) Select &quot;System Tools&quot; | &quot;Local Users and Groups&quot; | &quot;Users&quot;\\n\\nc) Right click on &quot;Administrator&quot; and select &quot;Set Password&quot;\\n\\nd) Enter a new administrative password\\n\\nProceed to select Users and Groups according to your Domain policies.\\n\\n4. Configuring your Networking\\n------------------------------------------\\n\\na) IP networking can be left as DHCP. Even if you are using a static IP address with this server our management layer will apply the same IP address via DHCP. Using DHCP ensures you will have no issues receiving the correct networking settings. We recommend using DHCP initially if only to receive all the correct networking settings.\\n\\nb) CloudSigma employs an open networking infrastructure. All ports are open for inbound and outbound traffic with the exception of port 25 (SMTP) which is blocked for trial users. It is important that you secure access to your server according to your needs.\\n\\n\\n5. Expanding your drive\\n--------------------------------\\n\\nThe system is fully installed, but you will need to extend the disk partition to cover the whole of your drive. To do this:\\n\\na) Open the &quot;Computer Management&quot; tool from &quot;Administrative Tools&quot; on the &quot;Start&quot; menu.\\n\\nb) Select &quot;Storage&quot; then &quot;Disk Management&quot; in the left hand pane.\\n\\nc) Right-click on the &quot;Unallocated&quot; partition volume and select &quot;New Partition&quot;.\\n\\nd) This will start the &quot;New Partition Wizard&quot;. For the purposes of these instructions we will extend the existing partition.\\n\\ne) Select &quot;Primary Partition&quot; and click &quot;Next&quot;.\\n\\nf) Select the maximum &quot;Partition size in MB&quot; you require or leave the default value. Click &quot;Next&quot;.\\n\\ng) Assign a drive letter, and click &quot;Next&quot;.\\n\\nh) Enter your Format Partition values including the &quot;File System&quot; type, &quot;Allocation unit size&quot; \\n\\nand a &quot;Volume label&quot;. We recommend leaving the default value for the File System format and the Allocation unit size. Click &quot;Next&quot; to continue.\\n\\ni) click Finish to complete the process. The new volume will now be formatted and setup.\\n\\nYou may also use third party tools to create and manage your partitions.\\n\\n\\n6. Enabling Remote Access\\n--------------------------------------\\n\\nAfter logging in to VNC for the first time to configure your new Windows server, we recommend \\nthat if you are logging in from a Windows Desktop that you enable Remote Desktop for better access performance. To do this, follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot;\\n\\nb) Select &quot;System&quot; and select the &quot;Remote&quot; tab\\n\\nc) Enable the &quot;Allow users to connect remotely to this computer&quot; under the &quot;System&quot; checkbox\\n\\n\\n7. Pinging Service\\n-------------------------\\n\\nThe Pinging service has been turned on by default, if you wish to disable it please follow these instructions:\\n\\na) Select &quot;Start&quot; | &quot;Applications&quot; | &quot;Control Panel&quot; | &quot;Windows Firewall&quot;\\n\\nb) Select the &quot;Advanced&quot; tab\\n\\nc) Click on the &quot;Settings&quot; button under the &quot;ICMP&quot; section\\n\\nd) Unselect &quot;Allow incoming echo request&quot; checkbox\\n\\ne) Press &quot;OK&quot; to return to the Windows Firewall, and press &quot;OK&quot; again to finalise the change\\n",
"os": "windows",
"paid": "True",
"url": ""

},
"mounted_on": [],
"name": "Windows Server 2003 Standard 32bit English Preinstalled System",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f714eb49-e35a-438c-82d9-82960da8942f/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 13958643712,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"

},
{

"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"description": "",
"install_notes": ""

},
"mounted_on": [],
"name": "otom",
"owner": {
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"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/36e1644f-5f3b-4601-b50a-e34e397803e9/",
"runtime": {

"is_snapshotable": false,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 11811160064,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

}
]

}

The server is recursively deleted with all attached drives with media type disk:

DELETE /api/2.0/servers/e2a22e69-d898-48b3-8e9a-b3d752a26df9/?recurse=disks HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

After DELETE of the server, only drives with media type disk attached to the server are deleted. CDROMs are left
intact:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 4

},
"objects": [

{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/da2f6084-fbeb-4afe-aa8e-93de0b2e1011/",
"status": "unmounted",
"uuid": "da2f6084-fbeb-4afe-aa8e-93de0b2e1011"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/a9b9eae5-096b-45a3-8b35-8be31547f749/",
"status": "unmounted",
"uuid": "a9b9eae5-096b-45a3-8b35-8be31547f749"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
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"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
},
"resource_uri": "/api/2.0/drives/f714eb49-e35a-438c-82d9-82960da8942f/",
"status": "unmounted",
"uuid": "f714eb49-e35a-438c-82d9-82960da8942f"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/36e1644f-5f3b-4601-b50a-e34e397803e9/",
"status": "unmounted",
"uuid": "36e1644f-5f3b-4601-b50a-e34e397803e9"

}
]

}

10.9 Server Runtime and Server Details

GET /servers/{uuid}/
Gets detailed information for server identified by server_uuid.

Status Codes

• 200 – no error

If the server is started the definition includes a runtime attribute. The runtime object contains information on,
when the server was started, and runtime information about the server NICs, such as how much traffic went
through the interface and what are the dynamic IPs assigned to the NIC. The NIC runtime is also available in
the NIC definition of the running server.

Example request:

GET /api/2.0/servers/7a7181c7-eb25-4ad4-b6fa-6b8dbe9f2830/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [

{
"boot_order": 1,
"dev_channel": "0:0",
"device": "virtio",
"drive": {

"resource_uri": "/api/2.0/drives/815eb6bc-8d3f-4642-b22b-b3c86dc2a02b/",
"uuid": "815eb6bc-8d3f-4642-b22b-b3c86dc2a02b"

},
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"runtime": {
"io": {

"bytes_read": 430080,
"bytes_written": 0,
"count_read": 88,
"count_written": 0

}
}

}
],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"ip_v6_conf": null,
"mac": "22:0a:18:ba:21:9b",
"model": "virtio",
"runtime": {

"interface_type": "public",
"io": {

"bytes_recv": 0,
"bytes_sent": 0,
"packets_recv": 0,
"packets_sent": 0

},
"ip_v4": {

"resource_uri": "/api/2.0/ips/31.171.248.69/",
"uuid": "31.171.248.69"

},
"ip_v6": null

},
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/7a7181c7-eb25-4ad4-b6fa-6b8dbe9f2830/",
"runtime": {

"active_since": "2013-12-10T11:39:36+00:00",
"nics": [

{
"interface_type": "public",
"io": {

"bytes_recv": 0,
"bytes_sent": 0,
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"packets_recv": 0,
"packets_sent": 0

},
"ip_v4": {

"resource_uri": "/api/2.0/ips/31.171.248.69/",
"uuid": "31.171.248.69"

},
"ip_v6": null,
"mac": "22:0a:18:ba:21:9b"

}
]

},
"smp": 1,
"status": "running",
"tags": [],
"uuid": "7a7181c7-eb25-4ad4-b6fa-6b8dbe9f2830",
"vnc_password": "testserver"

}

10.10 Server Actions

10.10.1 Start

POST /servers/{uuid}/action/?do=start
Starts a server with specific UUID.

Status Codes

• 202 – Action accepted, execution is proceeding.

Example request:

POST /api/2.0/servers/f143dfc2-8155-4841-ae53-102af3222440/action/?do=start HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{}

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"action": "start",
"result": "success",
"uuid": "f143dfc2-8155-4841-ae53-102af3222440"

}

Warning: Servers have some default network restrictions, applied depending on your user state. Please refer to
the default restrictions section the Firewall policies documentation
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10.10.2 Stop

POST /servers/{uuid}/action/?do=stop
Stops a server with specific UUID.

Status Codes

• 202 – Action accepted, execution is proceeding.

Example request:

POST /api/2.0/servers/f143dfc2-8155-4841-ae53-102af3222440/action/?do=stop HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{}

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"action": "stop",
"result": "success",
"uuid": "f143dfc2-8155-4841-ae53-102af3222440"

}

10.10.3 Start in a separate availability group

It is possible to hint the system which servers are preferred to run on separate hardware host. See Starting Servers in
a Different Availability Group (Start Avoid).

10.10.4 Open VNC Tunnel

POST /servers/{uuid}/action/?do=open_vnc
Opens a VNC tunnel to a server with specific UUID.

Status Codes

• 202 – Action accepted, execution is proceeding.

Note: VNC URL will be different each time you close/open the tunnel.

Example request:

POST /api/2.0/servers/cbfa0d17-641c-4f50-84ed-336a82fafd66/action/?do=open_vnc HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{}

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
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"action": "open_vnc",
"result": "success",
"uuid": "cbfa0d17-641c-4f50-84ed-336a82fafd66",
"vnc_url": "vnc://turloapi-staging.lvs.cloudsigma.com:44319"

}

10.10.5 Close VNC Tunnel

POST /servers/{uuid}/action/?do=close_vnc
Closes a VNC tunnel to a server with specific UUID.

Status Codes

• 202 – Action accepted, execution is proceeding.

Example request:

POST /api/2.0/servers/cbfa0d17-641c-4f50-84ed-336a82fafd66/action/?do=close_vnc HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{}

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"action": "close_vnc",
"result": "success",
"uuid": "cbfa0d17-641c-4f50-84ed-336a82fafd66"

}

10.10.6 Cloning

POST /servers/{uuid}/action/?do=clone

statuscode 202 Action accepted, execution is proceeding.

Clones a server. Does cascading clone of server drives, i.e. all disk drives attached to the server are cloned and attached
to the new server. CDROM drives attached to the clone source are attached to the clone. IPs of the cloned server are
set to DHCP. All other properties of the clone are equal to the original.

The optional body can contain a name attribute, which will be the name of the newly-cloned server and/or
random_vnc_password boolean attribute which if set will generate a new vnc password for the new server.

Example clone source server:

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
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"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/7e76c0b8-87b4-42f7-a690-b06546418e27/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "7e76c0b8-87b4-42f7-a690-b06546418e27",
"vnc_password": "testserver"

}

Example clone request:

POST /api/2.0/servers/7e76c0b8-87b4-42f7-a690-b06546418e27/action/?do=clone HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"name": "test cloned server name",
"random_vnc_password": true

}

Example clone response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test cloned server name",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/5a132abb-ddf1-42de-9c83-05b2efe1b896/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "5a132abb-ddf1-42de-9c83-05b2efe1b896",
"vnc_password": "yEgYtpxj"
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}

10.10.7 Cloning with Drives on Different Storage (Avoid)

It is possible to hint the system which drives are preferred to be on separate physical storage host. See Creating Drives
in a Different Availability Group (Create/Clone Avoid). I

10.11 Server NIC Configurations

The network interfaces are configured in the “nics” attribute. For more information on configuring network interfaces
check Server Network Interfaces section.

Here is an example of defining a network interface with a dynamically assigned IP (for brevity only the “nics” attribute
of the definitions is shown):

PUT /api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"nics": [

{
"vlan": "fda95788-5fee-4555-8561-b69b943fca69"

}
]

}

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:24:d4:26:fd:73",
"model": "virtio",
"runtime": null,
"vlan": {

"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
}

]
}

10.12 Availability groups

It is possible to query which servers share common hardware hosts. See Server availability groups.
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10.13 Advanced settings

On every server configuration there are a few advanced options you can setup.

{
"cpus_instead_of_cores": false,
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false

}

• cpus_instead_of_cores:

– Type: true/false

– Description: selects whether the SMP is exposed as cores of a single CPU or separate CPUs. This
should be set to false for Windows, because there are license requirements for multiple CPUs.

• enable_numa:

– Type: true/false

– Description: This option exposes the NUMA/CPU topology of the hypervisor to the virtual machine.
It boosts performance for NUMA aware applications. The option should be set to true for guests
with SMP bigger than 6, since this is the number of cores we have per NUMA node on the hypervisor.
If set to true, cpus_instead_of_cores should also be set to true for Linux, because some
Linux distributions do not support multiple NUMA nodes on multple CPU cores, but only on multiple
CPUs.

• hv_relaxed

– Type: true/false

– Description: Relax constraints on timers. This improves the behavior of VMs running Windows.

• hv_tsc:

– Type: true/false

– Description: Enables more precise timers for Windows. This boost performance for timer specific
code.

Warning: hv_relaxed and hv_tsc should be set to false for VMs running Linux
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10.14 Server State Diagram

10.15 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"put",
"delete"

],
"allowed_list_http_methods": [

"get",
"put",
"delete",
"post"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"context": {
"default": true,
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"help_text": "Enable guest context serial device",
"readonly": false,
"required": false,
"type": "boolean"

},
"cpu": {

"default": null,
"help_text": "Server’s CPU Clock speed measured in MHz",
"readonly": false,
"required": true,
"type": "integer"

},
"cpu_model": {

"choices": [
"kvm64"

],
"default": null,
"help_text": "Choose the virtual CPU model, for mitigating compatibility issues between the guest operating system and the underlying host’s CPU. If not specified, all of the hypervisor’s CPU capabilities are passed directly to the virtual machine.",
"readonly": false,
"required": false,
"type": "string"

},
"cpus_instead_of_cores": {

"default": false,
"help_text": "Expose server SMPs as separate CPUs, instead of cores of a single CPU.",
"readonly": false,
"required": false,
"type": "boolean"

},
"drives": {

"default": [],
"fields": {

"boot_order": {
"default": null,
"help_text": "Drive boot order",
"readonly": false,
"required": false,
"type": "integer"

},
"dev_channel": {

"default": null,
"help_text": "Device channel in format {controller:unit} ex. 0:1, 0:2, etc. Keep in mind that there are limits based on emulation type - for example ide can have up to 2 controllers, 2 units each.",
"readonly": false,
"required": true,
"type": "string"

},
"device": {

"choices": [
"ide",
"virtio"

],
"default": null,
"help_text": "Device emulation type",
"readonly": false,
"required": true,
"type": "string"

},
"drive": {
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"default": null,
"help_text": "Drive UUID",
"readonly": false,
"required": true,
"type": "related"

},
"runtime": {

"default": "No default provided.",
"fields": {

"io": {
"default": null,
"fields": {

"bytes_read": {
"default": 0,
"help_text": "Integer data. Ex: 2673",
"readonly": false,
"required": true,
"type": "integer"

},
"bytes_written": {

"default": 0,
"help_text": "Integer data. Ex: 2673",
"readonly": false,
"required": true,
"type": "integer"

},
"count_read": {

"default": 0,
"help_text": "Integer data. Ex: 2673",
"readonly": false,
"required": true,
"type": "integer"

},
"count_written": {

"default": 0,
"help_text": "Integer data. Ex: 2673",
"readonly": false,
"required": true,
"type": "integer"

}
},
"help_text": "A single related resource. Can be either a URI or set of nested resource data.",
"readonly": false,
"required": false,
"type": "related"

}
},
"help_text": "Attached drive’s runtime information",
"readonly": true,
"required": false,
"type": "related"

}
},
"help_text": "List of attached Drives to server",
"readonly": false,
"required": false,
"type": "related"

},
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"enable_numa": {
"default": false,
"help_text": "Expose NUMA topology to the server.",
"readonly": false,
"required": false,
"type": "boolean"

},
"hv_relaxed": {

"default": false,
"help_text": "Improve performance of Windows servers.",
"readonly": false,
"required": false,
"type": "boolean"

},
"hv_tsc": {

"default": false,
"help_text": "Improves performance of Windows servers with the trade off that the servers cannot be live migrated.",
"readonly": false,
"required": false,
"type": "boolean"

},
"mem": {

"default": null,
"help_text": "Server’s Random Access Memory measured in bytes",
"readonly": false,
"required": true,
"type": "integer"

},
"meta": {

"default": {},
"help_text": "User assigned meta information for this server",
"readonly": false,
"required": false,
"type": "dict"

},
"name": {

"default": null,
"help_text": "Human readable name of server",
"readonly": false,
"required": true,
"type": "string"

},
"nics": {

"default": [],
"fields": {

"boot_order": {
"default": null,
"help_text": "Device boot order",
"readonly": false,
"required": false,
"type": "integer"

},
"firewall_policy": {

"default": null,
"help_text": "Firewall policy",
"readonly": false,
"required": false,
"type": "related"
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},
"ip_v4_conf": {

"default": null,
"fields": {

"conf": {
"choices": [

"dhcp",
"static",
"manual"

],
"default": null,
"help_text": "Configuration type",
"readonly": false,
"required": false,
"type": "string"

},
"ip": {

"default": null,
"help_text": "An IP address reference. Only used in ’static’ IP configuration type",
"readonly": false,
"required": false,
"type": "related"

}
},
"help_text": "Public IPv4 configuration",
"readonly": false,
"required": false,
"type": "related"

},
"ip_v6_conf": {

"default": null,
"fields": {

"conf": {
"choices": [

"dhcp",
"static",
"manual"

],
"default": null,
"help_text": "Configuration type",
"readonly": false,
"required": false,
"type": "string"

},
"ip": {

"default": null,
"help_text": "An IP address reference. Only used in ’static’ IP configuration type",
"readonly": false,
"required": false,
"type": "related"

}
},
"help_text": "Public IPv6 configuration",
"readonly": false,
"required": false,
"type": "related"

},
"mac": {
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"default": null,
"help_text": "MAC address of the server NIC",
"readonly": false,
"required": true,
"type": "string"

},
"model": {

"choices": [
"ne2k_isa",
"i82551",
"i82557b",
"i82559er",
"ne2k_pci",
"pcnet",
"rtl8139",
"e1000",
"virtio"

],
"default": null,
"help_text": "Model of NIC",
"readonly": false,
"required": false,
"type": "string"

},
"runtime": {

"default": "No default provided.",
"fields": {

"interface_type": {
"choices": [

"public",
"private"

],
"default": null,
"help_text": "Type of interface",
"readonly": false,
"required": true,
"type": "string"

},
"io": {

"default": null,
"fields": {

"bytes_recv": {
"default": 0,
"help_text": "Bytes received on this interface",
"readonly": false,
"required": false,
"type": "integer"

},
"bytes_sent": {

"default": 0,
"help_text": "Packets received on this interface",
"readonly": false,
"required": false,
"type": "integer"

},
"packets_recv": {

"default": 0,
"help_text": "Bytes sent from this interface",
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"readonly": false,
"required": false,
"type": "integer"

},
"packets_sent": {

"default": 0,
"help_text": "Packets sent from this interface",
"readonly": false,
"required": false,
"type": "integer"

}
},
"help_text": "NIC runtime Input and Output data",
"readonly": false,
"required": false,
"type": "related"

},
"ip_v4": {

"default": null,
"help_text": "Public IPv4 configuration",
"readonly": false,
"required": false,
"type": "related"

},
"ip_v6": {

"default": null,
"help_text": "Public IPv6 configuration",
"readonly": false,
"required": false,
"type": "string"

}
},
"help_text": "NIC runtime information",
"readonly": true,
"required": false,
"type": "related"

},
"vlan": {

"default": null,
"help_text": "UUID of the private VLAN",
"readonly": false,
"required": false,
"type": "related"

}
},
"help_text": "The list of nics attached to this server",
"readonly": false,
"required": false,
"type": "related"

},
"owner": {

"default": null,
"help_text": "UUID of the server owner",
"readonly": true,
"required": true,
"type": "related"

},
"requirements": {
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"default": [],
"help_text": "A collection of special requirements for this server",
"readonly": false,
"required": false,
"type": "list"

},
"resource_uri": {

"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"readonly": true,
"required": true,
"type": "string"

},
"runtime": {

"default": "No default provided.",
"fields": {

"active_since": {
"default": "No default provided.",
"help_text": "Datetime object representing the exact time the guest was started.",
"readonly": false,
"required": true,
"type": "string"

},
"nics": {

"default": [],
"fields": {

"interface_type": {
"choices": [

"public",
"private"

],
"default": null,
"help_text": "Type of interface",
"readonly": false,
"required": true,
"type": "string"

},
"io": {

"default": null,
"fields": {

"bytes_recv": {
"default": 0,
"help_text": "Bytes received on this interface",
"readonly": false,
"required": false,
"type": "integer"

},
"bytes_sent": {

"default": 0,
"help_text": "Packets received on this interface",
"readonly": false,
"required": false,
"type": "integer"

},
"packets_recv": {

"default": 0,
"help_text": "Bytes sent from this interface",
"readonly": false,
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"required": false,
"type": "integer"

},
"packets_sent": {

"default": 0,
"help_text": "Packets sent from this interface",
"readonly": false,
"required": false,
"type": "integer"

}
},
"help_text": "NIC runtime Input and Output data",
"readonly": false,
"required": false,
"type": "related"

},
"ip_v4": {

"default": null,
"help_text": "Public IPv4 configuration",
"readonly": false,
"required": false,
"type": "related"

},
"ip_v6": {

"default": null,
"help_text": "Public IPv6 configuration",
"readonly": false,
"required": false,
"type": "string"

},
"mac": {

"default": null,
"help_text": "MAC address of this NIC",
"readonly": false,
"required": false,
"type": "string"

}
},
"help_text": "The list of this server’s NICs runtime",
"readonly": false,
"required": true,
"type": "related"

}
},
"help_text": "Runtime information of the guest",
"readonly": true,
"required": false,
"type": "related"

},
"smp": {

"default": null,
"help_text": "Symmetric Multiprocessing (SMP) i.e. number of CPU cores",
"readonly": false,
"required": false,
"type": "integer"

},
"status": {

"default": "No default provided.",
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"help_text": "Status of the guest.",
"readonly": true,
"required": false,
"type": "string"

},
"tags": {

"default": [],
"help_text": "List of tags this server is associated with",
"readonly": false,
"required": false,
"type": "related"

},
"uuid": {

"default": null,
"help_text": "UUID of server",
"readonly": true,
"required": true,
"type": "string"

},
"vnc_password": {

"default": null,
"help_text": "VNC Password to connect to server",
"readonly": false,
"required": true,
"type": "string"

}
}

}

10.15. Schema 109



CloudSigma API ver. 2.0 Documentation, Release unknown

110 Chapter 10. Servers / VMs



CHAPTER 11

Server Context

Server context is a way for the VM to get information on the way it was set-up, i.e. get it’s definition. Server context
is communicated over a virtual serial port device, which on UNIX-like operating system would usually appear as
/dev/ttyS1 and on Windows as COM2. The serial port device for server context is the second serial device attached
to the VM, because some UNIX operating systems configure a serial console on the first serial port.

Having the server definition accessible by the VM can ve useful in various ways. For example it is possible to easily
determine from within the VM, which network interfaces are connected to public and which to private network.
Another use is to pass some data to initial VM setup scripts, like setting the hostname to the VM name or passing ssh
public keys through server meta.

11.1 Setting up the virtual serial port

The virtual serial port device in not connected to a hardware device on the other side, so setting serial port hardware
settings, such as baud rate and parity bits, does not affect the actual communication. However on Unix-like operating
systems it may be necessary to set up the virtual terminal connected to the serial device. In general it is advisable to
use the terminal in raw mode so that all characters are received uninterpreted. It is also important to not echo back
received responses, because the may fill up the receive buffer, which may eject pending requests.

To set-up the terminal to raw mode on most unix systems one needs to the following command:

stty -F /dev/ttyS1 raw -echo

It is also possible to use cooked mode terminal for checking data on command line using standard utilities such as
echo, read, and cat. As all responses are followed by newline and an End of Transmission character (usually
represented as ^D or "\0x04"), so setting the terminal to cooked mode would make it interpret the EOT character
as an End-Of-File condition, which makes it possible to use read and cat on the terminal device file (/dev/ttyS1) to
receive the response. To set up cooked mode use the following command:

stty -F /dev/ttyS1 cooked -echo

If the default EOF character is different on your terminal it may be necessary to change it using:

stty -F /dev/ttyS1 cooked -echo eol ^D
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11.2 Server Context Protocol

11.2.1 Requesting the complete server context

There is a simple protocol to retrieve the server context from the serial device. To request the whole server context one
needs to send two newlines enclosed between inequality signs (aka pointy brackets, angle brackets). The newline can
be either CRLF or just LF. In most programming languages the string to send will look like "<\n\n>".

The resulting response is a single-line json string representing the definition of the VM followed by newline (line feed
character) and and an End of Transmission character (usually represented as ^D or "\0x04"). On Unix-like operating
systems, if the terminal is set to cooked mode it is possible that the EOT character is interpreted as End-Of-File and is
not present in the response.

The example below is for a server with the following definition:

POST /api/2.0/servers/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"cpu": 1000,
"drives": [

{
"boot_order": 1,
"dev_channel": "0:0",
"device": "virtio",
"drive": "3f74da38-1517-427e-8088-8399d7c8973c"

}
],
"mem": 1073741824,
"meta": {

"ssh_public_key": "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCy4XpmD3kEfRZ+LCwFh3Xmqrkm7rSiDu8v+ZCTOA3vlNjmy/ZOc3vy9Zr+IhWPP4yipiApkGRsBM63tTgnxqUUn/WU7qkbBNktZBcs5p7Mj/zO4ZHkk4VoTczFzHlPGwuak2P4wTftEj7sU8IRutaAbMoKj4AMuFF50j4sIgF7P5b5FtTIM2b5HSW8BlDz10b67+xsj6s3Jv05xxbBs+RWj+v7D5yjMVeeErXoSui8dlHpUu6QOVKn8LLmdpxvehc6ns8yW7cbQvWmLjOICMnm6BXdVtOKWBncDq9FGLmKF3fUeZZPbv79Z7dyZs+xGZGMHbpaNHpuY9QhNS/hQ5D5 dave@hal"
},
"name": "test_server",
"nics": [

{
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"model": "virtio"

}
],
"vnc_password": "e894d6bc94e64397"

}
]

}

Below is an example of making a request, reading the result, and printing it on Linux in the bash shell:

#!/bin/bash

# set the terminal to cooked mode:
stty -F /dev/ttyS1 cooked -echo eol ^D
# use -e to parse newline escapes, and -n to remove the trailing newline:
echo -en "<\n\n>" > /dev/ttyS1
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# read with timeout of 3 seconds and print the value which is put in the variable READVALUE
read -t 3 READVALUE < /dev/ttyS1 && echo $READVALUE

Examples:

Request command. Including a flushing read before the actual request with echo:

v=$(read -t 13 READVALUE < /dev/ttyS1 && echo $READVALUE & sleep 1; echo -en "<\n\n>" > /dev/ttyS1; wait %1); echo $v

Result:

{"uuid": "65b2fb23-8c03-4187-a3ba-8b7c919e8890", "requirements": [], "name": "test_server", "cpus_instead_of_cores": false, "tags": [], "mem": 1073741824, "nics": [{"boot_order": null, "vlan": null, "ip_v4_conf": {"ip": {"uuid": "31.171.248.35", "tags": [], "nameservers": ["69.194.139.62", "178.22.66.167", "178.22.71.56"], "netmask": 23, "meta": {}, "gateway": "31.171.248.1"}, "conf": "dhcp"}, "mac": "22:d9:2f:8e:4c:55", "model": "virtio", "ip_v6_conf": null}], "enable_numa": false, "global_context": {}, "drives": [{"device": "virtio", "dev_channel": "0:0", "drive": {"uuid": "3f74da38-1517-427e-8088-8399d7c8973c", "tags": [], "media": "disk", "name": "test_clone_1", "meta": {"description": "", "install_notes": ""}, "allow_multimount": false, "licenses": [], "affinities": [], "size": 11811160064}, "boot_order": 1}], "cpu_model": null, "hv_relaxed": false, "hv_tsc": false, "meta": {"ssh_public_key": "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCy4XpmD3kEfRZ+LCwFh3Xmqrkm7rSiDu8v+ZCTOA3vlNjmy/ZOc3vy9Zr+IhWPP4yipiApkGRsBM63tTgnxqUUn/WU7qkbBNktZBcs5p7Mj/zO4ZHkk4VoTczFzHlPGwuak2P4wTftEj7sU8IRutaAbMoKj4AMuFF50j4sIgF7P5b5FtTIM2b5HSW8BlDz10b67+xsj6s3Jv05xxbBs+RWj+v7D5yjMVeeErXoSui8dlHpUu6QOVKn8LLmdpxvehc6ns8yW7cbQvWmLjOICMnm6BXdVtOKWBncDq9FGLmKF3fUeZZPbv79Z7dyZs+xGZGMHbpaNHpuY9QhNS/hQ5D5 dave@hal"}, "smp": 1, "cpu": 1000, "vnc_password": "e894d6bc94e64397"}

11.2.2 Requesting a partial server context or a single value

To request a part of the definition json one can provide a path in the request. The path contains strings or integers
separated by a forward slash (/). To request only the part of the json which is the NICs definitoins one can request the
path “/nics”. To request an element from a list value one can use an index in the path. Note that counting starts from
0. For example to get the defintion of the first network interface one can use the following path “/nics/0”.

If the value of pointed to the path is a leaf value (it does not contain a json object or alist), it is returned without the
surrounding quotes so requesting <\nname\n> from a server named “myserver” would return:

myserver\n\0xd

and NOT:

"myserver"\n\0xd

Be advised that the returned strings won’t contain surrounding quotes but ASCII control characters will be backslash
escaped. For example line-feed will become \n, carriage-return will become \r, and tab will become \t. Also there
is no way to represent null json values so this will be converted to an empty string. Make sure that you parse the
escaped characters if you need the original unescaped text in your scripts. An easy way to do it on UNIX-like OS is to
use echo -e $READVALUE.

Examples:

Request command. Including a flushing read before the actual request with echo:

v=$(read -t 13 READVALUE < /dev/ttyS1 && echo $READVALUE & sleep 1; echo -en "<\nname\n>" > /dev/ttyS1; wait %1); echo $v

Result:

test_server

11.3 Context schema

The server context has almost the same schema as the /server/<uuid>/detail/ API request schema. It differs in that
it lacks owner, subscriptions, status, and runtime information. The other difference is that the drives attributes are
expanded to the corresponding /drive/<uuid>/detail/ which also lacks owner and runtime information. There is also
a global_context attribute, which contains context available on all servers (see drive edit).
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11.4 Passing information to the VM

The most suitable place to store information for passing to the VM through the context interface is the server meta
field, or drive meta. Check Objects’ meta field for more information on editing the meta field.

For example in the server definition from above examples, the meta looks like:

{
"ssh_public_key": "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCy4XpmD3kEfRZ+LCwFh3Xmqrkm7rSiDu8v+ZCTOA3vlNjmy/ZOc3vy9Zr+IhWPP4yipiApkGRsBM63tTgnxqUUn/WU7qkbBNktZBcs5p7Mj/zO4ZHkk4VoTczFzHlPGwuak2P4wTftEj7sU8IRutaAbMoKj4AMuFF50j4sIgF7P5b5FtTIM2b5HSW8BlDz10b67+xsj6s3Jv05xxbBs+RWj+v7D5yjMVeeErXoSui8dlHpUu6QOVKn8LLmdpxvehc6ns8yW7cbQvWmLjOICMnm6BXdVtOKWBncDq9FGLmKF3fUeZZPbv79Z7dyZs+xGZGMHbpaNHpuY9QhNS/hQ5D5 dave@hal"

}

One can retrieve the ssh_public_key from the meta from within the VM using:

v=$(read -t 13 READVALUE < /dev/ttyS1 && echo $READVALUE & sleep 1; echo -en "<\n/meta/ssh_public_key\n>" > /dev/ttyS1; wait %1); echo $v

Result:

ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCy4XpmD3kEfRZ+LCwFh3Xmqrkm7rSiDu8v+ZCTOA3vlNjmy/ZOc3vy9Zr+IhWPP4yipiApkGRsBM63tTgnxqUUn/WU7qkbBNktZBcs5p7Mj/zO4ZHkk4VoTczFzHlPGwuak2P4wTftEj7sU8IRutaAbMoKj4AMuFF50j4sIgF7P5b5FtTIM2b5HSW8BlDz10b67+xsj6s3Jv05xxbBs+RWj+v7D5yjMVeeErXoSui8dlHpUu6QOVKn8LLmdpxvehc6ns8yW7cbQvWmLjOICMnm6BXdVtOKWBncDq9FGLmKF3fUeZZPbv79Z7dyZs+xGZGMHbpaNHpuY9QhNS/hQ5D5 dave@hal

Note that there isn’t anything special about the ssh_public_key attribute of the meta. It can be stored under any
other key in the guest meta, as long as clieProcessing runtime for hostnt software is aware where to look for it. It is
also possible to store the key in one of the attached drives’ meta.

11.5 Global context

Global context can be used to hold server context information common to all user’s servers. Like meta field on
servers, it can store arbitrary key-value pairs, but as the name suggests it is global for the user account, and the same
for all servers.

Global context is centrally managed at the /global_context/ API url. Within the VM context it resides in the
global_context attribute of the server server definition.

11.5.1 Get or update global context

GET /global_context/

POST /global_context/

Example:

Add a value to the global context.

POST /api/2.0/global_context/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"new_global_key": "new_global_val"

}

The resulting global context is:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
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"new_global_key": "new_global_val"
}

Using the server from examples above, we can check the context from the server shell:

Request command:

v=$(read -t 13 READVALUE < /dev/ttyS1 && echo $READVALUE & sleep 1; echo -en "<\n\n>" > /dev/ttyS1; wait %1); echo $v

Result:

{"uuid": "65b2fb23-8c03-4187-a3ba-8b7c919e8890", "requirements": [], "name": "test_server_renamed", "cpus_instead_of_cores": false, "tags": [], "mem": 1073741824, "nics": [{"boot_order": null, "vlan": null, "ip_v4_conf": {"ip": {"uuid": "31.171.248.35", "tags": [], "nameservers": ["69.194.139.62", "178.22.66.167", "178.22.71.56"], "netmask": 23, "meta": {}, "gateway": "31.171.248.1"}, "conf": "dhcp"}, "mac": "22:d9:2f:8e:4c:55", "model": "virtio", "ip_v6_conf": null}], "enable_numa": false, "global_context": {"new_global_key": "new_global_val"}, "drives": [{"device": "virtio", "dev_channel": "0:0", "drive": {"uuid": "3f74da38-1517-427e-8088-8399d7c8973c", "tags": [], "media": "disk", "name": "test_clone_1", "meta": {"description": "", "install_notes": ""}, "allow_multimount": false, "licenses": [], "affinities": [], "size": 11811160064}, "boot_order": 1}], "cpu_model": null, "hv_relaxed": false, "hv_tsc": false, "meta": {"another_key": "a value or something", "ssh_public_key": "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQCy4XpmD3kEfRZ+LCwFh3Xmqrkm7rSiDu8v+ZCTOA3vlNjmy/ZOc3vy9Zr+IhWPP4yipiApkGRsBM63tTgnxqUUn/WU7qkbBNktZBcs5p7Mj/zO4ZHkk4VoTczFzHlPGwuak2P4wTftEj7sU8IRutaAbMoKj4AMuFF50j4sIgF7P5b5FtTIM2b5HSW8BlDz10b67+xsj6s3Jv05xxbBs+RWj+v7D5yjMVeeErXoSui8dlHpUu6QOVKn8LLmdpxvehc6ns8yW7cbQvWmLjOICMnm6BXdVtOKWBncDq9FGLmKF3fUeZZPbv79Z7dyZs+xGZGMHbpaNHpuY9QhNS/hQ5D5 dave@hal"}, "smp": 1, "cpu": 1000, "vnc_password": "e894d6bc94e64397"}

Notice how the value of the global_context changed:

{
"global_context": {

"new_global_key": "new_global_val"
}

}
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CHAPTER 12

Server Network Interfaces

12.1 Private and Public Network Interfaces

There are three configurations for any one NIC that determines how that NIC behaves. Not all combinations of
configuration are valid:

• vlan: Private Network

• ip_v4_conf: Public IP v4 Network, either static, DHCP, or manually assigned.

• ip_v6_conf: Public IP v6 Network, either static, DHCP, or manually assigned.

Configurations Result
vlan ip_v4_conf ip_v6_conf
True True True Error: Cannot assign all configs on a NIC
True True False Error: Cannot assign both Private and Public on a NIC
True False True Error: Cannot assign both Private and Public on a NIC
True False False Private network assigned
False True True Both IP v4 and v6 assigned
False True False Only IP v4 assigned
False False True Only IP v6 assigned
False False False No config assigned

12.2 IP Assignment for Public Interfaces

Assignment of IPs on private network interface is up to the user.

For public network interfaces it is possible to configure the way the address is assigned by setting the “conf” attribute
on the ip_v4_conf or ip_v6_conf object:

“dhcp” The address is chosen by the system at boot time and assigned through DHCP. On each reboot
the VM may get a different address. It is an error to specify the IP address for “conf”: “dhcp”. It is
possible get the currently assigned dynamic IP of a NIC from the server runtime of a running server.

{
"ip_v4_conf": {

"conf": "dhcp"
}

}

117



CloudSigma API ver. 2.0 Documentation, Release unknown

“static” The address is chosen and specified by the user. It is assigned to the NIC through DHCP and
does not change between reboots. The “ip” attribute is mandatory and an IP address can be assigned
from the addresses owned by the user.

{
"ip_v4_conf": {

"conf": "static",
"ip": "31.171.248.53"

}
}

“manual” There is no address specified for the NIC, and the user has to specify the IP address from
within the VM. When this setting is used, the NIC is allowed to use all IPs for which the user has
subscription. This “conf” can be used to assign multiple IPs to the same NIC.

{
"ip_v4_conf": {

"conf": "manual"
}

}

Note: The cloud firewall does not allow traffic to/from IPs which are not owned or not assigned to the VM. The only
exception is for “manual” conf where the VM is allowed to use any of the IPs which are owned by the user (the user
has a subscriptions for them).

12.3 MAC Addresses

Newly created NICs have their mac address randomly generated.

Note: All traffic from a MAC address different from the assigned by the system is stopped by the cloud firewall, so
users should no attempt to change their MACs from within their VM.

In order to update a NIC definition, the definition should have its “mac” attribute filled in. If on “nics” list update
a MAC address disappears from the list, the corresponding NIC is deleted. If a MAC appears in the new list, the
corresponding nic is updated, and if no MAC is specified on a NIC, a new NIC is created. It is an error to attempt to
specify a MAC address which was not previously in the “nics” list.

The order of NICs in the “nics” attribute is important, because it is also the order in which nics are presented to the
VM. It is possible to rearrange NICs by rearranging their orded in the “nics” list.

12.4 NIC Models

The “model” attribute specifies the model of the emulated network card. It is recommended to use virtio, whenever
possible (when drivers for virtio are available for the VM operating system).
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Model Bus Speed Description
e1000 PCI 1Gb/s Intel Gigabit Ethernet
i82551 ? ? ?
i82557b ? ? ?
i82559er ? ? ?
ne2k_pci PCI 10Mb/s NE2000
pcnet ? ? ?
rtl8139 ? 10/100Mb/s Realtek Fast Ethernet
virtio PCI 1Gb/s Virtual High Performance Ethernet card (see Virtio)

Reference: Wikibooks QEMU/Devices/Network.

12.5 NIC Runtime

When a server is running, the server definition provides information on the currently assigned dynamic IP and the data
traffic made through the NIC. See server runtime for more details.

12.6 Examples

Example 1 - Private Network assigned to server:

Definition with all other values default:

PUT /api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"vlan": "fda95788-5fee-4555-8561-b69b943fca69"

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
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"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Result:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:24:d4:26:fd:73",
"model": "virtio",
"runtime": null,
"vlan": {

"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
}

],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Example 2 - Dynamic IP v4 (DHCP) assigned to NIC with e1000 model:

Definition with model set to ‘e1000’:

PUT /api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
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"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"ip_v4_conf": {

"conf": "dhcp"
},
"model": "e1000"

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Result:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"ip_v6_conf": null,
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"mac": "22:d1:ba:0c:56:7c",
"model": "e1000",
"runtime": null,
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Example 3 - Update nics:

Here is an example of a server with two nics:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"ip_v6_conf": null,
"mac": "22:92:cb:58:39:b3",
"model": "e1000",
"runtime": null,
"vlan": null

},
{

"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:c7:14:0a:b3:a4",
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"model": "virtio",
"runtime": null,
"vlan": {

"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
}

],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

In order to change the IP configuration of the NIC the definitions should have a MAC specified. Notice that in order
to not delete the other NIC both NICs should be put in the request:

PUT /api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "static",
"ip": "31.171.248.53"

},
"ip_v6_conf": null,
"mac": "22:92:cb:58:39:b3",
"model": "e1000",
"runtime": null,
"vlan": null

},
{

"boot_order": null,
"firewall_policy": null,
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"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:c7:14:0a:b3:a4",
"model": "virtio",
"runtime": null,
"vlan": {

"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
}

],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

The result is:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "static",
"ip": {

"resource_uri": "/api/2.0/ips/31.171.248.53/",
"uuid": "31.171.248.53"

}
},
"ip_v6_conf": null,
"mac": "22:92:cb:58:39:b3",
"model": "e1000",
"runtime": null,
"vlan": null

},
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{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:c7:14:0a:b3:a4",
"model": "virtio",
"runtime": null,
"vlan": {

"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
}

],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Example 4 - Rearrange nics:

In order to rearrange the NICs of the server definition from Example 3, the definition should just be updated with
different order of NICs (NICs are recognized by their MAC):

PUT /api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:c7:14:0a:b3:a4",
"model": "virtio",
"runtime": null,
"vlan": {
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"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
},
{

"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "static",
"ip": {

"resource_uri": "/api/2.0/ips/31.171.248.53/",
"uuid": "31.171.248.53"

}
},
"ip_v6_conf": null,
"mac": "22:92:cb:58:39:b3",
"model": "e1000",
"runtime": null,
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

The resulting “nics” are:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": null,
"ip_v6_conf": null,
"mac": "22:c7:14:0a:b3:a4",
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"model": "virtio",
"runtime": null,
"vlan": {

"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
},
{

"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "static",
"ip": {

"resource_uri": "/api/2.0/ips/31.171.248.53/",
"uuid": "31.171.248.53"

}
},
"ip_v6_conf": null,
"mac": "22:92:cb:58:39:b3",
"model": "e1000",
"runtime": null,
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Notice that the private and public NICs changed order compared to Example 3.

Example 5 - Delete a NIC and change type of the other:

In order to change a NIC from private to public just remove the “vlan” field and “ip_v4_conf” field. This can also be
combined with deletion of the other interface. Using the NICs from Example 4 here is how to delete the public NIC
and change the private NIC to public:

PUT /api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
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"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"ip_v4_conf": {

"conf": "dhcp"
},
"mac": "22:c7:14:0a:b3:a4"

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "testServerAcc",
"nics": [

{
"boot_order": null,
"firewall_policy": null,
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"ip_v6_conf": null,
"mac": "22:c7:14:0a:b3:a4",
"model": "virtio",
"runtime": null,
"vlan": null

}
],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
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},
"requirements": [],
"resource_uri": "/api/2.0/servers/6e4af205-09d7-4274-b75a-d0aa534afc44/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "6e4af205-09d7-4274-b75a-d0aa534afc44",
"vnc_password": "testserver"

}

Notice that the NIC has the same MAC as the private NIC from Example 4, but is configured with DHCP.
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CHAPTER 13

Networking

13.1 VLAN

13.2 Allowed HTTP methods

Method Description
GET get / list VLANs
PUT edit VLANs meta

Note: See RFC 2616 for more details on HTTP methods semantics

13.3 Listing

GET /vlans/

Gets the list of VLANs to which the authenticated user has access.

statuscode 200 no error

Example request:

GET /api/2.0/vlans/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 1

},
"objects": [

{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
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"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
},
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
]

}

13.4 Detailed listing

GET /vlans/detail/

statuscode 200 no error

Example request:

GET /api/2.0/vlans/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 1

},
"objects": [

{
"meta": {},
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"servers": [],
"subscription": {

"id": 518,
"resource_uri": "/api/2.0/subscriptions/518/"

},
"tags": [],
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}
]

}

13.5 Get single VLAN

GET /vlans/(uuid: vlan_uuid)/

statuscode 200 no error
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Example request:

GET /api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {},
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"servers": [],
"subscription": {

"id": 518,
"resource_uri": "/api/2.0/subscriptions/518/"

},
"tags": [],
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}

13.6 Creating

New VLANs are created by buying a subscription. See Subscriptions.

13.7 Editing

Currently only VLAN meta field can be edited.

PUT /vlans/(uuid: vlan_uuid)/

statuscode 200 no error

Example request:

PUT /api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"meta": {

"custom_field": "some custom data",
"name": "my vlan"

}
}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
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{
"meta": {

"custom_field": "some custom data",
"name": "my vlan"

},
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"servers": [],
"subscription": {

"id": 518,
"resource_uri": "/api/2.0/subscriptions/518/"

},
"tags": [],
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

}

13.8 Meta

It is possible to add arbitrary key-value data to a VLAN definition. See Objects’ meta field for more information.

13.9 Deleting

Not applicable - The VLAN will disappear when the subscription for it expires.

13.10 Attaching To servers

A VLAN can be attached to multiple servers. See Server Network Interfaces for more information on using VLANs
in NIC configurations.

13.10.1 IPs

The IP object, contains the actual IP in it’s uuid attribute.

The list of IPs includes the IPs that are owned (subscribed to) by the user, and the IPs which are dynamically assigned
to user’s guests. The owned IP’s are differentiated by dynamically received IPs by the fact that they have a subscription
attached to them (their subscription attribute is not empty).

The detailed listing includes more information about the IP object, such as netmask, nameservers, and gateway which
will be set on the NIC. The netmask value is in CIDR notation (/24 for a 255.255.255.0 mask). The nameservers
attribute contains a list of DNS servers, which will be assigned through DHCP, and the gateway attribute contains
the IP of the default gateway for the current IP.
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13.11 Allowed HTTP methods

Method Description
GET get / list IPs
PUT edit IP meta

Note: See RFC 2616 for more details on HTTP methods semantics

13.12 Listing

GET /ips/

Gets the list of IPSs to which the authenticated user has access.

statuscode 200 no error

Example request:

GET /api/2.0/ips/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 1

},
"objects": [

{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/ips/31.171.248.53/",
"server": null,
"uuid": "31.171.248.53"

}
]

}

13.13 Detailed listing

GET /ips/detail/

statuscode 200 no error

Example request:
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GET /api/2.0/ips/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 1

},
"objects": [

{
"gateway": "31.171.248.1",
"meta": {},
"nameservers": [

"69.194.139.62",
"178.22.66.167",
"178.22.71.56"

],
"netmask": 23,
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/ips/31.171.248.53/",
"server": null,
"subscription": {

"id": 517,
"resource_uri": "/api/2.0/subscriptions/517/"

},
"tags": [],
"uuid": "31.171.248.53"

}
]

}

13.14 Get single IP

GET /ips/(uuid: ip_uuid)/

statuscode 200 no error

Example request:

GET /api/2.0/ips/31.171.248.53/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
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{
"gateway": "31.171.248.1",
"meta": {},
"nameservers": [

"69.194.139.62",
"178.22.66.167",
"178.22.71.56"

],
"netmask": 23,
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/ips/31.171.248.53/",
"server": null,
"subscription": {

"id": 517,
"resource_uri": "/api/2.0/subscriptions/517/"

},
"tags": [],
"uuid": "31.171.248.53"

}

13.15 Creating

New IPs are created by buying a subscription. See Subscriptions.

13.16 Editing

Currently only IP meta field can be edited.

PUT /ips/(uuid: ip_uuid)/

statuscode 200 no error

Example request:

PUT /api/2.0/ips/31.171.248.53/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"meta": {

"custom_field": "some custom data",
"name": "my ip"

}
}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"gateway": "31.171.248.1",
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"meta": {
"custom_field": "some custom data",
"name": "my ip"

},
"nameservers": [

"69.194.139.62",
"178.22.66.167",
"178.22.71.56"

],
"netmask": 23,
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/ips/31.171.248.53/",
"server": null,
"subscription": {

"id": 517,
"resource_uri": "/api/2.0/subscriptions/517/"

},
"tags": [],
"uuid": "31.171.248.53"

}

13.17 Meta

It is possible to add arbitrary key-value data to an IP definition. See Objects’ meta field for more information.

13.18 Deleting

Not applicable - The IP will disappear when the subscription for it expires.

13.19 Attaching To servers

An IP can be attached to a single server. To check whether IP is currently attached to a server look at the attribute
on the object in the detailed listing or on single object retrieval. If server is empty, then the IP is not attached to a
server and can be used for static IP configuration. See Server Network Interfaces for more information on using
IPs in NIC configurations.

13.20 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"put"

],
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"allowed_list_http_methods": "get",
"default_format": "application/json",
"default_limit": 20,
"fields": {

"meta": {
"default": {},
"help_text": "User defined meta information",
"readonly": false,
"required": false,
"type": "dict"

},
"owner": {

"default": null,
"help_text": "VLAN owner",
"readonly": true,
"required": false,
"type": "related"

},
"resource_uri": {

"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"readonly": true,
"required": true,
"type": "string"

},
"servers": {

"default": [],
"help_text": "Servers in this VLAN",
"readonly": true,
"required": false,
"type": "related"

},
"subscription": {

"default": null,
"help_text": "Subscription related to this VLAN",
"readonly": true,
"required": false,
"type": "related"

},
"tags": {

"default": [],
"help_text": "Tags added to this VLAN",
"readonly": false,
"required": false,
"type": "related"

},
"uuid": {

"default": null,
"help_text": "VLAN UUID",
"readonly": true,
"required": true,
"type": "string"

}
}

}
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CHAPTER 14

Firewall Policies

14.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

14.2 Listing

GET /fwpolicies/
Gets the list of firewall policies to which the authenticated user has access.

Parameters

• fields – A set of field names specifying the returned fields

Status Codes

• 200 – no error

Example request:

GET /api/2.0/fwpolicies/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 2

},
"objects": [

{
"meta": {},
"name": null,
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"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/9bf522ec-d8d0-4739-871e-96c41b016517/",
"uuid": "9bf522ec-d8d0-4739-871e-96c41b016517"

},
{

"meta": {},
"name": "My awesome policy",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/",
"uuid": "2fb0ef96-aad9-4381-b701-e5b13c6628b5"

}
]

}

14.3 Detailed listing

GET /fwpolicies/detail/
Gets a detailed list of firewall policies to which the authenticated user has access.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/fwpolicies/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 2

},
"objects": [

{
"meta": {},
"name": null,
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/9bf522ec-d8d0-4739-871e-96c41b016517/",
"rules": [],
"servers": [],
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"uuid": "9bf522ec-d8d0-4739-871e-96c41b016517"
},
{

"meta": {},
"name": "My awesome policy",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/",
"rules": [

{
"action": "drop",
"comment": "Drop traffic from the VM to IP address 23.0.0.0/32",
"direction": "out",
"dst_ip": "23.0.0.0/32",
"dst_port": null,
"ip_proto": null,
"src_ip": null,
"src_port": null

},
{

"action": "accept",
"comment": "Allow SSH traffic to the VM from our office in Dubai",
"direction": "in",
"dst_ip": null,
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": "172.66.32.0/24",
"src_port": null

},
{

"action": "drop",
"comment": "Drop all other SSH traffic to the VM",
"direction": "in",
"dst_ip": null,
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": null,
"src_port": null

},
{

"action": "drop",
"comment": "Drop all UDP traffic to the VM, not originating from 172.66.32.55",
"direction": "in",
"dst_ip": null,
"dst_port": null,
"ip_proto": "udp",
"src_ip": "!172.66.32.55/32",
"src_port": null

},
{

"action": "drop",
"comment": "Drop any traffic, to the VM with destination port not between 1-1024",
"direction": "in",
"dst_ip": null,
"dst_port": "!1:1024",
"ip_proto": "tcp",
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"src_ip": null,
"src_port": null

}
],
"servers": [],
"uuid": "2fb0ef96-aad9-4381-b701-e5b13c6628b5"

}
]

}

14.4 Create

POST /fwpolicies/
Creates a firewall policy.

Status Codes

• 201 – no error

Example request - minimal:

POST /api/2.0/fwpolicies/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{}
]

}

Example response - minimal:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"meta": {},
"name": null,
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/9bf522ec-d8d0-4739-871e-96c41b016517/",
"rules": [],
"servers": [],
"uuid": "9bf522ec-d8d0-4739-871e-96c41b016517"

}
]

}

This is the minimal data required to create a policy. It is blank one ( does not contain any rules ), but you can
use it to attach it to a couple of servers and edit it later to match your needs.

Example request - full:
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POST /api/2.0/fwpolicies/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"name": "My awesome policy",
"rules": [

{
"action": "drop",
"comment": "Drop traffic from the VM to IP address 23.0.0.0/32",
"direction": "out",
"dst_ip": "23"

},
{

"action": "accept",
"comment": "Allow SSH traffic to the VM from our office in Dubai",
"direction": "in",
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": "172.66.32.0/24"

},
{

"action": "drop",
"comment": "Drop all other SSH traffic to the VM",
"direction": "in",
"dst_port": "22",
"ip_proto": "tcp"

},
{

"action": "drop",
"comment": "Drop all UDP traffic to the VM, not originating from 172.66.32.55",
"direction": "in",
"ip_proto": "udp",
"src_ip": "!172.66.32.55"

},
{

"action": "drop",
"comment": "Drop any traffic, to the VM with destination port not between 1-1024",
"direction": "in",
"dst_port": "!1:1024",
"ip_proto": "tcp"

}
]

}
]

}

Example response - full:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"meta": {},
"name": "My awesome policy",
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"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/",
"rules": [

{
"action": "drop",
"comment": "Drop traffic from the VM to IP address 23.0.0.0/32",
"direction": "out",
"dst_ip": "23.0.0.0/32",
"dst_port": null,
"ip_proto": null,
"src_ip": null,
"src_port": null

},
{

"action": "accept",
"comment": "Allow SSH traffic to the VM from our office in Dubai",
"direction": "in",
"dst_ip": null,
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": "172.66.32.0/24",
"src_port": null

},
{

"action": "drop",
"comment": "Drop all other SSH traffic to the VM",
"direction": "in",
"dst_ip": null,
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": null,
"src_port": null

},
{

"action": "drop",
"comment": "Drop all UDP traffic to the VM, not originating from 172.66.32.55",
"direction": "in",
"dst_ip": null,
"dst_port": null,
"ip_proto": "udp",
"src_ip": "!172.66.32.55/32",
"src_port": null

},
{

"action": "drop",
"comment": "Drop any traffic, to the VM with destination port not between 1-1024",
"direction": "in",
"dst_ip": null,
"dst_port": "!1:1024",
"ip_proto": "tcp",
"src_ip": null,
"src_port": null

}
],
"servers": [],
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"uuid": "2fb0ef96-aad9-4381-b701-e5b13c6628b5"
}

]
}

This is a more useful firewall policy. The rules are applied in the order they are stated.

Note:
• The IP and port fields support ”!” prefix, which specifies “NOT” ( ex. ”!192.168.1.1” ).

• You can specify port ranges with ”:” ( ex. “1:1024” or ”!1:1024”)

• The IP fields support subnet definition using the CIDR notation ( ex. “192.168.1.1/24” )

14.5 Editing

PUT /fwpolicies/{uuid}/
Update an existing firewall policy

Warning: Changes are applied every 30 seconds to all running servers with nics that have the policy
attached.

Status Codes

• 200 – no error

Example policy:

{
"meta": {},
"name": "My awesome policy",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/",
"rules": [

{
"action": "drop",
"comment": "Drop traffic from the VM to IP address 23.0.0.0/32",
"direction": "out",
"dst_ip": "23.0.0.0/32",
"dst_port": null,
"ip_proto": null,
"src_ip": null,
"src_port": null

},
{

"action": "accept",
"comment": "Allow SSH traffic to the VM from our office in Dubai",
"direction": "in",
"dst_ip": null,
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": "172.66.32.0/24",
"src_port": null
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},
{

"action": "drop",
"comment": "Drop all other SSH traffic to the VM",
"direction": "in",
"dst_ip": null,
"dst_port": "22",
"ip_proto": "tcp",
"src_ip": null,
"src_port": null

},
{

"action": "drop",
"comment": "Drop all UDP traffic to the VM, not originating from 172.66.32.55",
"direction": "in",
"dst_ip": null,
"dst_port": null,
"ip_proto": "udp",
"src_ip": "!172.66.32.55/32",
"src_port": null

},
{

"action": "drop",
"comment": "Drop any traffic, to the VM with destination port not between 1-1024",
"direction": "in",
"dst_ip": null,
"dst_port": "!1:1024",
"ip_proto": "tcp",
"src_ip": null,
"src_port": null

}
],
"servers": [],
"uuid": "2fb0ef96-aad9-4381-b701-e5b13c6628b5"

}

Update request:

PUT /api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"meta": {},
"name": "My awesome policy",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/",
"rules": [

{
"action": "drop",
"comment": "Drop traffic from the VM to IP address 23.0.0.0/32",
"direction": "out",
"dst_ip": "23.0.0.0/32",
"dst_port": null,
"ip_proto": null,
"src_ip": null,
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"src_port": null
}

],
"servers": [],
"uuid": "2fb0ef96-aad9-4381-b701-e5b13c6628b5"

}

Update response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {},
"name": "My awesome policy",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/fwpolicies/2fb0ef96-aad9-4381-b701-e5b13c6628b5/",
"rules": [

{
"action": "drop",
"comment": "Drop traffic from the VM to IP address 23.0.0.0/32",
"direction": "out",
"dst_ip": "23.0.0.0/32",
"dst_port": null,
"ip_proto": null,
"src_ip": null,
"src_port": null

}
],
"servers": [],
"uuid": "2fb0ef96-aad9-4381-b701-e5b13c6628b5"

}

14.6 Attach policy to a server

Attaching a policy is done by specifying the policy uuid in the field firewall_policy on the server’s NIC, using the
create or edit server calls

{
"cpu": 1000,
"mem": 536870912,
"name": "FirewalledServer",
"nics": [

{
"firewall_policy": "1e4bc042-13eb-44b7-8c50-b39b5ef2457a",
"ip_v4_conf": {

"conf": "dhcp",
"ip": null

},
"model": "virtio"

}
],
"vnc_password": "testserver"
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}

Warning: Firewall policies are only applied when attached to your server’s public network interfaces.

14.7 Default restrictions

Depending on your account’s current state, the following restrictions are applied:

• Level 0 - for REGULAR users:

Running servers have limits set on originating broadcast and multicast traffic:

– broadcast - limited to 5 packets/second with burst of 100

– multicast - limited to 10 packets/second with burst of 100

• Level 1 - for TRIAL users: Running servers cannot open communication channels to ports 22, 23, 25, 7777,
43594, 43595 and 25565

• Level 2 - for GUEST and NEW users: Running servers can only send ICMP requests, request a DHCP IP,
query a DNS server and send requests to TCP port 80 and 443 ( usually HTTP and HTTPS )

Each restriction level applies all the rules from the previous one - i.e. Level 0 rules are applied to Level 1, etc. Please
contact support if any of these restrictions breaks your workflow.

Note: When converting from one user type to another, restrictions are automatically adjusted - no need to powercycle
your running servers.

14.8 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"put",
"delete"

],
"allowed_list_http_methods": [

"get",
"put",
"delete",
"post"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"meta": {
"default": {},
"help_text": "User assigned meta information for this policy",
"readonly": false,
"required": false,
"type": "dict"
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},
"name": {

"default": null,
"help_text": "Human readable name of the firewall policy",
"readonly": false,
"required": false,
"type": "string"

},
"owner": {

"default": null,
"help_text": "Owner of the policy",
"readonly": true,
"required": false,
"type": "related"

},
"resource_uri": {

"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"readonly": true,
"required": true,
"type": "string"

},
"rules": {

"default": [],
"fields": {

"action": {
"choices": [

"drop",
"accept"

],
"default": null,
"help_text": "Action to be taken",
"readonly": false,
"required": true,
"type": "string"

},
"comment": {

"default": null,
"help_text": "Optional rule comment",
"readonly": false,
"required": false,
"type": "string"

},
"direction": {

"choices": [
"in",
"out",
"both"

],
"default": null,
"help_text": "Packet direction",
"readonly": false,
"required": true,
"type": "string"

},
"dst_ip": {

"default": null,
"help_text": "Destination IP address",
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"readonly": false,
"required": false,
"type": "string"

},
"dst_port": {

"default": null,
"help_text": "Destination port",
"readonly": false,
"required": false,
"type": "string"

},
"ip_proto": {

"choices": [
"tcp",
"udp"

],
"default": null,
"help_text": "IP protocol",
"readonly": false,
"required": false,
"type": "string"

},
"src_ip": {

"default": null,
"help_text": "Source IP address",
"readonly": false,
"required": false,
"type": "string"

},
"src_port": {

"default": null,
"help_text": "Source port",
"readonly": false,
"required": false,
"type": "string"

}
},
"help_text": "List of rules to be applied for this policy",
"readonly": false,
"required": false,
"type": "related"

},
"servers": {

"default": [],
"help_text": "Servers which have nics with this policy applied",
"readonly": true,
"required": false,
"type": "related"

},
"uuid": {

"default": null,
"help_text": "UUID of the policy",
"readonly": true,
"required": true,
"type": "string"

}
}

}

152 Chapter 14. Firewall Policies



CHAPTER 15

Tags

15.1 Allowed HTTP methods

Method Description
GET get / list object/s
POST create new object/s
PUT update / modify object/s
DELETE delete object/s

Note: See RFC 2616 for more details on HTTP methods semantics

15.2 Listing

GET /tags/

Gets the list of tags to which the authenticated user has access.

statuscode 200 no error

Example request:

GET /api/2.0/tags/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 2

},
"objects": [

{
"name": "MyGroupOfThings",
"resource_uri": "/api/2.0/tags/0f8a7d5b-1775-40d2-8bf8-293f52bdf964/",
"uuid": "0f8a7d5b-1775-40d2-8bf8-293f52bdf964"
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},
{

"name": "TagCreatedWithResource",
"resource_uri": "/api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/",
"uuid": "ff850ca3-f300-4c00-b19f-07739bbf5830"

}
]

}

15.3 Detailed listing

GET /tags/detail/

Gets the detailed list of tags with additional information to which the authenticated user has access, like the tagged
resource

statuscode 200 no error

Example request:

GET /api/2.0/tags/detail/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 2

},
"objects": [

{
"meta": {},
"name": "MyGroupOfThings",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/tags/0f8a7d5b-1775-40d2-8bf8-293f52bdf964/",
"resources": [],
"uuid": "0f8a7d5b-1775-40d2-8bf8-293f52bdf964"

},
{

"meta": {},
"name": "TagCreatedWithResource",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/",
"resources": [

{
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"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/2aee4b06-0d40-47d6-b9d7-028f659f8234/",
"uuid": "2aee4b06-0d40-47d6-b9d7-028f659f8234"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "vlans",
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "ips",
"resource_uri": "/api/2.0/ips/31.171.248.53/",
"uuid": "31.171.248.53"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "drives",
"resource_uri": "/api/2.0/drives/4f430b7a-0fa6-4a9f-81e9-7a976ec9f835/",
"uuid": "4f430b7a-0fa6-4a9f-81e9-7a976ec9f835"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/",
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4"

}
],
"uuid": "ff850ca3-f300-4c00-b19f-07739bbf5830"

}
]

}

15.4 List single tag

GET /tag/(uuid: tag_uuid)/

Gets detailed information for tag identified by tag_uuid.

statuscode 200 no error
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Example request:

GET /api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {},
"name": "TagCreatedWithResource",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/",
"resources": [

{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/2aee4b06-0d40-47d6-b9d7-028f659f8234/",
"uuid": "2aee4b06-0d40-47d6-b9d7-028f659f8234"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "vlans",
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "ips",
"resource_uri": "/api/2.0/ips/31.171.248.53/",
"uuid": "31.171.248.53"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "drives",
"resource_uri": "/api/2.0/drives/4f430b7a-0fa6-4a9f-81e9-7a976ec9f835/",
"uuid": "4f430b7a-0fa6-4a9f-81e9-7a976ec9f835"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
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"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/",
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4"

}
],
"uuid": "ff850ca3-f300-4c00-b19f-07739bbf5830"

}

15.5 Creating

POST /tags/

Creates a new tag or multiple tags.

statuscode 201 object created

Example request:

POST /api/2.0/tags/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"name": "MyGroupOfThings"

}
]

}

Example response:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"meta": {},
"name": "MyGroupOfThings",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/tags/0f8a7d5b-1775-40d2-8bf8-293f52bdf964/",
"resources": [],
"uuid": "0f8a7d5b-1775-40d2-8bf8-293f52bdf964"

}
]

}

It is possible to add resources to a tag at creation time. Just specify their UUIDs the resources list:

Example request:
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POST /api/2.0/tags/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"name": "TagCreatedWithResource",
"resources": [

"2aee4b06-0d40-47d6-b9d7-028f659f8234",
"053cffa0-ead3-403a-a432-cc8758523ea4",
"4f430b7a-0fa6-4a9f-81e9-7a976ec9f835",
"31.171.248.53",
"fda95788-5fee-4555-8561-b69b943fca69"

]
}

]
}

Example response:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"meta": {},
"name": "TagCreatedWithResource",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/",
"resources": [

{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/2aee4b06-0d40-47d6-b9d7-028f659f8234/",
"uuid": "2aee4b06-0d40-47d6-b9d7-028f659f8234"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "vlans",
"resource_uri": "/api/2.0/vlans/fda95788-5fee-4555-8561-b69b943fca69/",
"uuid": "fda95788-5fee-4555-8561-b69b943fca69"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "ips",
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"resource_uri": "/api/2.0/ips/31.171.248.53/",
"uuid": "31.171.248.53"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "drives",
"resource_uri": "/api/2.0/drives/4f430b7a-0fa6-4a9f-81e9-7a976ec9f835/",
"uuid": "4f430b7a-0fa6-4a9f-81e9-7a976ec9f835"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/",
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4"

}
],
"uuid": "ff850ca3-f300-4c00-b19f-07739bbf5830"

}
]

}

15.6 Editing

PUT /tags/{uuid}/

Edits a tag. It is possible to add or remove resources to a tag by replacing the resources list with a new one:

statuscode 200 no error

Example request:

PUT /api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"name": "TagCreatedWithResource",
"resources": [

"2aee4b06-0d40-47d6-b9d7-028f659f8234",
"4f430b7a-0fa6-4a9f-81e9-7a976ec9f835"

]
}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {},
"name": "TagCreatedWithResource",
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"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/",
"resources": [

{
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "servers",
"resource_uri": "/api/2.0/servers/2aee4b06-0d40-47d6-b9d7-028f659f8234/",
"uuid": "2aee4b06-0d40-47d6-b9d7-028f659f8234"

},
{

"owner": {
"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"res_type": "drives",
"resource_uri": "/api/2.0/drives/4f430b7a-0fa6-4a9f-81e9-7a976ec9f835/",
"uuid": "4f430b7a-0fa6-4a9f-81e9-7a976ec9f835"

}
],
"uuid": "ff850ca3-f300-4c00-b19f-07739bbf5830"

}

It is also possible to edit the tags on the resource itself by replacing the tags list. For example here is how to add a tag
from a server:

Example request:

PUT /api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server2",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/",
"runtime": null,
"smp": 1,
"status": "stopped",
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"tags": [
"0f8a7d5b-1775-40d2-8bf8-293f52bdf964",
"ff850ca3-f300-4c00-b19f-07739bbf5830"

],
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4",
"vnc_password": "pass"

}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 1000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {},
"name": "test_server2",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [

{
"resource_uri": "/api/2.0/tags/ff850ca3-f300-4c00-b19f-07739bbf5830/",
"uuid": "ff850ca3-f300-4c00-b19f-07739bbf5830"

},
{

"resource_uri": "/api/2.0/tags/0f8a7d5b-1775-40d2-8bf8-293f52bdf964/",
"uuid": "0f8a7d5b-1775-40d2-8bf8-293f52bdf964"

}
],
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4",
"vnc_password": "pass"

}

15.7 Deleting

DELETE /tags/{uuid}/

Deletes a single tag.

statuscode 204 No content, object deletion started.
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Example request:

DELETE /api/2.0/tags/0f8a7d5b-1775-40d2-8bf8-293f52bdf964/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 204 NO CONTENT
Content-Type: text/html; charset=utf-8

15.8 Filter Servers, Drives, IPs or VLANs listing by tag

GET /tags/{uuid}/{resource_type}/

Lists the objects of the given resource_type which is one of ‘servers’, ‘drives’, ‘ips’, ‘vlans’.

statuscode 200 no error

Example request:

GET /api/2.0/tags/0f8a7d5b-1775-40d2-8bf8-293f52bdf964/servers/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 20,
"offset": 0,
"total_count": 1

},
"objects": [

{
"name": "test_server2",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": {

"resource_uri": "/api/2.0/servers/053cffa0-ead3-403a-a432-cc8758523ea4/",
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4"

},
"runtime": null,
"status": "stopped",
"uuid": "053cffa0-ead3-403a-a432-cc8758523ea4"

}
]

}
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CHAPTER 16

Objects’ meta field

Objects, such as servers, drives, IPs, and VLANs have a meta field. This field can be used to store arbitrary informa-
tion in key-value form. There is no predefined structure for the meta attribute, only keys are limited to 32 characters,
and values should be strings. The Web UI uses the meta to store drive and server descriptions.

Note that the whole meta is updated completely so all old key-value pairs should be present in new definition, when
updating meta, unless they are to be deleted.

16.1 Examples

Add meta to a drive:

To add meta to the following drive:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
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"uuid": "f17cce62-bcc9-4e0b-a57b-a5582b05aff0"
}

one has to use update call:

PUT /api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"meta_key1": "value",
"meta_key2": "value\nwith\nnew lines"

},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"resource_uri": "/api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f17cce62-bcc9-4e0b-a57b-a5582b05aff0"

}

Response is:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"affinities": [],
"allow_multimount": false,
"jobs": [],
"licenses": [],
"media": "disk",
"meta": {

"meta_key1": "value",
"meta_key2": "value\nwith\nnew lines"

},
"mounted_on": [],
"name": "test_drive_1",
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"
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},
"resource_uri": "/api/2.0/drives/f17cce62-bcc9-4e0b-a57b-a5582b05aff0/",
"runtime": {

"is_snapshotable": true,
"snapshots_allocated_size": 0,
"storage_type": "dssd"

},
"size": 1024000000,
"snapshots": [],
"status": "unmounted",
"storage_type": "dssd",
"tags": [],
"uuid": "f17cce62-bcc9-4e0b-a57b-a5582b05aff0"

}

Update server meta, by removing one key and adding another:

Suppose a server is updated to have the following definition:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 2000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {

"meta_key1": "value1",
"meta_key2": "value2"

},
"name": "test_server_updated",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "cfb395bb-5955-49ec-935d-a7577a646eb2",
"vnc_password": "updated_password"

}

In order to remove meta_key1, it is just skipped in the meta definition. Keeping meta_key2 with its value is achieved
by redefining it, and new key meta_key3 is added by defining it:

PUT /api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop
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{
"context": true,
"cpu": 2000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {

"meta_key2": "value2",
"meta_key3": "value3"

},
"name": "test_server_updated",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/",
"runtime": null,
"smp": 1,
"status": "stopped",
"tags": [],
"uuid": "cfb395bb-5955-49ec-935d-a7577a646eb2",
"vnc_password": "updated_password"

}

The final result is:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"context": true,
"cpu": 2000,
"cpu_model": null,
"cpus_instead_of_cores": false,
"drives": [],
"enable_numa": false,
"hv_relaxed": false,
"hv_tsc": false,
"mem": 536870912,
"meta": {

"meta_key2": "value2",
"meta_key3": "value3"

},
"name": "test_server_updated",
"nics": [],
"owner": {

"resource_uri": "/api/2.0/user/42cb107b-d57a-4808-93d9-2d3f9ae4fe71/",
"uuid": "42cb107b-d57a-4808-93d9-2d3f9ae4fe71"

},
"requirements": [],
"resource_uri": "/api/2.0/servers/cfb395bb-5955-49ec-935d-a7577a646eb2/",
"runtime": null,
"smp": 1,

166 Chapter 16. Objects’ meta field



CloudSigma API ver. 2.0 Documentation, Release unknown

"status": "stopped",
"tags": [],
"uuid": "cfb395bb-5955-49ec-935d-a7577a646eb2",
"vnc_password": "updated_password"

}
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CHAPTER 17

Availability Grouping and Avoid

Resources requested by user are usually allocated to maximize performance. However this can lead to a situation,
where user’s servers or drives share the same compute or storage host. This may be undesirable if the user attempts to
build, a redundant setup, as in the unlikely event of hardware failure, servers sharing the same faild compute host will
crash at the same time, and drives sharing the same failed storage host will become unavailable at the same time.

To improve the robustness of redundant setups, it is possible to hint the system, which resources are preferred to be on
separated physical hosts. This is achieved through the Avoid functionality for starting servers, and for creating/cloning
drives.

To check the grouping of running servers on compute hosts, or the grouping of drives on storage hosts, one can use
the corresponding availaility_groups API calls.

17.1 Checking Availability Groups for Drives and Servers

The availability_groups call returns which resources are grouped on the same physical host.

17.1.1 Server availability groups

GET /servers/availability_groups/

statuscode 200 no error

Returns which running servers share same physical computes host. Returns an array containing arrays. Each inner
array holds the UUIDs of servers which reside on same physical host. Non-running servers are not in the array as they
are on any host.

GET /servers/availability_groups/{uuid}/

statuscode 200 no error

Queries which other servers share same physical host with the given one. Returns an array holding server UUIDs. The
response includes also the UUID of the queried server. If the queried server is not running, the array will be empty.

17.1.2 Drives availability groups

GET /drives/availability_groups/

statuscode 200 no error

169



CloudSigma API ver. 2.0 Documentation, Release unknown

Returns which drives share same physical storage host. Returns an array containing arrays. Each inner array holds the
UUIDs of drives which reside on same physical host.

GET /drives/availability_groups/{uuid}/

statuscode 200 no error

Queries which other drives share same physical storage host with the given one. Returns an array holding drives
UUIDs. The response includes also the UUID of the queried drive.

17.1.3 Examples

Example request - servers availability:

GET /2.0/servers/availability_groups/ HTTP/1.1

Example response - servers availability:

HTTP/1.0 200 OK
Content-Type: application/json; charset=utf-8

[
[

"313e73a4-592f-48cf-81c4-a6c079d005a5",
"e035a488-8587-4a15-ab25-9b7343236bc9"

],
[

"313e73a4-592f-48cf-81c4-a6c079d005a5",
"e035a488-8587-4a15-ab25-9b7343236bc9"

]
]

Example request - single-server availability:

GET /2.0/servers/availability_groups/313e73a4-592f-48cf-81c4-a6c079d005a5/ HTTP/1.1

Example response - single-server availability:

HTTP/1.0 200 OK
Content-Type: application/json; charset=utf-8

[
"313e73a4-592f-48cf-81c4-a6c079d005a5",
"e035a488-8587-4a15-ab25-9b7343236bc9"

]

17.2 General Notes on Avoid Functionality

Avoid functionality is best effort. This means that requests containing avoid will succeed even if the avoid can not be
satisfied and the requested resource ends in the same availability group as an avoid resource.

The order of the avoid argument UUIDs also specifies the order of preference to avoid. This means that avoid
requests are satisfied from left to right, and if it is not possible to satisfy the full avoid list, only part of the aoid list
will be satisfied and it will consist of UUIDs from the left part of the list. For example if there are only three hosts
which can satisfy a request, and there are three avoid resources on these hosts, the newly request resource, will end up
on the same host as the avoid resource which appears last in the list.
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Avoid functionality may incur performance penalty. Specifying avoid for drives cloning and servers cloning, as it
also clones attached drives, usually slows down significantly the clone operation, as the drive data has to be moved
over the network between storage hosts.

17.3 Starting Servers in a Different Availability Group (Start Avoid)

POST /servers/{uuid}/action/?do=start&avoid={<server1_uuid>,<server2_uuid>,...}

statuscode 202 Action accepted, execution is proceeding.

Starts a server with specific UUID attempting to run it on a different physical infrastructure host from the other servers
specified in the avoid argument which is a single server UUID or a comma-separated list of server UUIDs. This way
the server specified by uuid may be run in a distinct availability group from the other listed servers.

Note that it might not always be possible to run a server in a different availability group, therefore the order of the
avoid list also signifies the priority of avoiding other servers.

Example request:

POST /2.0/servers/2767d839-3a9d-4bd5-983b-676d1307438f/action/?do=start&avoid=bb1d5184-ebcc-4f33-867e-db654eb2d17e,dc3dd6d4-9b2d-44e6-bc40-e927950e8b77 HTTP/1.1

17.4 Creating Drives in a Different Availability Group (Create/Clone
Avoid)

POST /drives/{uuid}/action/?do=clone&avoid={<server_or_drive_uuid1>,<server_or_drive_uuid2>,...}

statuscode 202 Action accepted, execution is proceeding.

POST /drives/?avoid={<server_or_drive_uuid1>,<server_or_drive_uuid2>,...}

statuscode 201 object created

POST /servers/{server_uuid}/action/?do=clone&avoid={<server_or_drive_uuid1>,<server_or_drive_uuid2>,...}

statuscode 202 Action accepted, execution is proceeding.

It is possible to hint the system which drives are preferred to be on separate physical storage hosts. Avoid can be
specified on all drive creation operations: create, clone drive, and clone server. The value of the avoidGET parameter
may contain a single or a comma-separated list of drive or server UUIDs. If a server uuid is in the avoid parameter,
this is interpreted as avoiding all the drives attached to the server.

Note that it might not always be create a drive in a different availability group, therefore the or-
der of the avoid list also signifies the priority of avoiding other drives. Since it is not pos-
sible to specify the order of drives attached to a server, if a drive from a server needs to be
avoided with high priority, it may be specified in addition to the server UUID. For example
avoid={important_to_avoid_drive_uuid},{server_uuid_to_which_drive_is_attached}.

17.5 Recipe for Creating a Redundant Server Backed by Separate In-
frastructure

The best way to create a clone of server that does not share hardware with the original is to clone the origin server with
avoiding itself, and to start the clone with avoiding the origing:
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POST /2.0/servers/2767d839-3a9d-4bd5-983b-676d1307438f/action/?do=clone&avoid=2767d839-3a9d-4bd5-983b-676d1307438f HTTP/1.1

If the created server uuid is bb1d5184-ebcc-4f33-867e-db654eb2d17e:

POST /2.0/servers/bb1d5184-ebcc-4f33-867e-db654eb2d17e/action/?do=start&avoid=2767d839-3a9d-4bd5-983b-676d1307438f HTTP/1.1

172 Chapter 17. Availability Grouping and Avoid



CHAPTER 18

Subscriptions

18.1 Statuses

Every subscription has a status associated with it:

• active: A subscription that is currently being used, either because the current time is between its
start or end date or because it was the subscription for depletable resources (traffic) that is currently
being used.

• inactive: A subscription that is not currently being used, either because its not active yet or
because there is another depletable resource (traffic) subscription being used.

• expired: A subscription that has either expired or that has been depleted.

18.2 Listing

GET /subscriptions/

Gets the list of subscriptions of the user.

param status filters only subscriptions in that status. Can be one of active , inactive, expired, all,
notexpired. Default is all.

param resource a list (comma separated) of resources. One or more of: dssd, cpu, mem, tx, ip,
vlan.

statuscode 200 no error

Example request:

GET /api/2.0/subscriptions/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 20,
"offset": 0,
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"total_count": 15
},
"objects": [

{
"amount": "1073741824",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-03-15T12:00:00+00:00",
"id": "515",
"period": "21:54:24.611282",
"price": "0E-20",
"remaining": "1073733080",
"resource": "tx",
"resource_uri": "/api/2.0/subscriptions/515/",
"start_time": "2013-03-14T14:05:35.388718+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "e26b7357-851d-41dd-9bbd-39b1c866e2bc"

},
{

"amount": "1073741824",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-03-15T12:00:00+00:00",
"id": "516",
"period": "21:54:19.997872",
"price": "0E-20",
"remaining": "1073734776",
"resource": "tx",
"resource_uri": "/api/2.0/subscriptions/516/",
"start_time": "2013-03-14T14:05:40.002128+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "8fdc0ada-d800-4506-af95-191a9268b475"

},
{

"amount": "30000",
"auto_renew": true,
"descendants": [

"/api/2.0/subscriptions/584/",
"/api/2.0/subscriptions/907/",
"/api/2.0/subscriptions/3605/",
"/api/2.0/subscriptions/3742/",
"/api/2.0/subscriptions/3856/"

],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-04-22T12:00:00+00:00",
"id": "548",
"period": "31 days, 1:05:59.883831",
"price": "0.00000404193997383118",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/548/",
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"start_time": "2013-03-22T10:54:00.116169+00:00",
"status": "expired",
"subscribed_object": null,
"uuid": "075cfd34-543b-4902-8356-a7aa20c36673"

},
{

"amount": "30000",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-05-23T12:00:00+00:00",
"id": "584",
"period": "30 days, 23:59:50.753533",
"price": "0.00000391155481338501",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/584/",
"start_time": "2013-04-22T12:00:09.246467+00:00",
"status": "expired",
"subscribed_object": null,
"uuid": "4fdeeb24-b8ed-42e7-8e8b-5a78bbdfcf71"

},
{

"amount": "1",
"auto_renew": false,
"descendants": [

"/api/2.0/subscriptions/908/"
],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-05-25T12:00:00+00:00",
"id": "600",
"period": "30 days, 1:31:58.155201",
"price": "38.47500000000000000000",
"remaining": "1",
"resource": "msft_p73_04837",
"resource_uri": "/api/2.0/subscriptions/600/",
"start_time": "2013-04-25T10:28:01.844799+00:00",
"status": "expired",
"subscribed_object": null,
"uuid": "9e4cb68d-9f03-4e36-8a1b-03ff2331dbd0"

},
{

"amount": "30000",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-06-23T12:00:00+00:00",
"id": "907",
"period": "31 days, 0:00:00",
"price": "0.00000391155481338501",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/907/",
"start_time": "2013-05-23T12:00:00+00:00",
"status": "expired",
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"subscribed_object": null,
"uuid": "cfea0751-3e06-4581-8b0b-9dddfcbdb50a"

},
{

"amount": "1",
"auto_renew": false,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-06-25T12:00:00+00:00",
"id": "908",
"period": "31 days, 0:00:00",
"price": "38.47500000000000000000",
"remaining": "1",
"resource": "msft_p73_04837",
"resource_uri": "/api/2.0/subscriptions/908/",
"start_time": "2013-05-25T12:00:00+00:00",
"status": "expired",
"subscribed_object": null,
"uuid": "1940b98a-9941-4405-8b6d-590ba2fd788b"

},
{

"amount": "30000",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-07-24T12:00:00+00:00",
"id": "3605",
"period": "30 days, 23:57:11.065787",
"price": "0.00000391155481338501",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/3605/",
"start_time": "2013-06-23T12:02:48.934213+00:00",
"status": "expired",
"subscribed_object": null,
"uuid": "8507e67b-9e05-4db9-bcc1-0877b944a7f6"

},
{

"amount": "30000",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-08-25T12:00:00+00:00",
"id": "3742",
"period": "31 days, 23:56:02.391580",
"price": "0.00000404193997383118",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/3742/",
"start_time": "2013-07-24T12:03:57.608420+00:00",
"status": "expired",
"subscribed_object": null,
"uuid": "e6029e7d-feeb-4acc-a345-71cba7c16be5"

},
{
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"amount": "30000",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2013-12-28T12:00:00+00:00",
"id": "3856",
"period": "30 days, 23:10:54.718747",
"price": "0.00000404193997383118",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/3856/",
"start_time": "2013-11-27T12:49:05.281253+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "96ccdcbc-9fb2-4640-b462-607cdf523520"

},
{

"amount": "1",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2014-03-15T12:00:00+00:00",
"id": "517",
"period": "365 days, 21:54:01.758072",
"price": "0E-20",
"remaining": "1",
"resource": "ip",
"resource_uri": "/api/2.0/subscriptions/517/",
"start_time": "2013-03-14T14:05:58.241928+00:00",
"status": "active",
"subscribed_object": "31.171.248.53",
"uuid": "13b25972-4d80-4c56-85fe-73b553a8631a"

},
{

"amount": "1",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2014-03-15T12:00:00+00:00",
"id": "518",
"period": "365 days, 21:53:52.189044",
"price": "0E-20",
"remaining": "1",
"resource": "vlan",
"resource_uri": "/api/2.0/subscriptions/518/",
"start_time": "2013-03-14T14:06:07.810956+00:00",
"status": "active",
"subscribed_object": "fda95788-5fee-4555-8561-b69b943fca69",
"uuid": "52a8a9af-83ef-45ce-950b-e314c5cfe78e"

},
{

"amount": "53687091200",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
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"discount_percent": null,
"end_time": "2014-03-15T12:00:00+00:00",
"id": "519",
"period": "365 days, 21:53:26.499925",
"price": "0E-20",
"remaining": "53687091200",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/519/",
"start_time": "2013-03-14T14:06:33.500075+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "3e5c29c0-024e-4036-acdf-82bc2ffcb2cc"

},
{

"amount": "5000",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2014-03-15T12:00:00+00:00",
"id": "520",
"period": "365 days, 21:53:00.921722",
"price": "0E-20",
"remaining": "5000",
"resource": "cpu",
"resource_uri": "/api/2.0/subscriptions/520/",
"start_time": "2013-03-14T14:06:59.078278+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "d177fa81-9a11-43e4-9b42-e93caa3ba531"

},
{

"amount": "34359738368",
"auto_renew": true,
"descendants": [],
"discount_amount": null,
"discount_percent": null,
"end_time": "2014-03-15T12:00:00+00:00",
"id": "521",
"period": "365 days, 21:52:34.087365",
"price": "0E-20",
"remaining": "34359738368",
"resource": "mem",
"resource_uri": "/api/2.0/subscriptions/521/",
"start_time": "2013-03-14T14:07:25.912635+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "912d1f77-40c1-472e-9155-a2ef5677ca7b"

}
],
"price": "76.95002386048436164857"

}
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18.3 Subscription duration

There are three parameters that determine the subscription’s duration. All times are in UTC. Not all
combinations are valid:

• start_time: In ISO 8601 format. Defaults to the current time.

• end_time: In ISO 8601 format.

• period: Free form text describing the period. Ex: ‘2 months 1 week’.

Inputs Result
start_time end_time period
True True True Error: Ambiguous.
True True False Between start_time and end_time.
True False True Period from start_time.
True False False Error: Not specific enough.
False True True Period until end_time.
False True False From now until end_time.
False False True Period from now.
False False False Error: Not specific enough.

18.4 Creating

POST /subscriptions/

Status Codes

• 201 – object created

Creates a new subscription. There is a limit of 500 subscriptions that can be purchased in one request.

The resource can be a license or one of: dssd (hdd is an alias for this, but is being deprecated), cpu, mem, tx,
ip, vlan.

When buying tx, the time parameters are ignored.

Trying to purchase a subscription for IP or VLAN with an amount bigger than one will generate several sub-
scriptions of that type.

Subscription times are rounded to noon UTC, using the following rules:

•End time is always rounded to the next noon.

•Start time is rounded to the maximum between the current time an the previous noon. This means that
subscriptions bought for now do start now, but subscriptions for the future start at the previous noon.

Warning: Subscriptions are mostly immutable for the customer. The only parameter that
can be changed is the auto renew.

Example request:

POST /api/2.0/subscriptions/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
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"amount": 30000,
"period": "1 month",
"resource": "dssd"

}
]

}

Example response:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"amount": "30000",
"auto_renew": true,
"descendants": [],
"discount_amount": "0",
"discount_percent": "0",
"end_time": "2013-04-22T12:00:00+00:00",
"id": "28",
"period": "31 days, 1:31:53.888650",
"price": "0.000003839842975139617919921875",
"remaining": "30000",
"resource": "dssd",
"resource_uri": "/api/2.0/subscriptions/28/",
"start_time": "2013-03-22T10:28:06.111350+00:00",
"status": "active",
"subscribed_object": null,
"uuid": "f622f364-bccf-4a36-a1ce-632a81640ad4"

}
],
"price": "0.000003839842975139617919921875"

}

18.5 Extending

POST /subscriptions/{id}/action/?do=extend

Status Codes

• 200 – no error

Extends the subscription. An extended subscription is actually just another subscription that is linked to the
original If a period or and end_time are specified in the request,they are used. If neither are specified, the
creation length of the subscription is used.

A caveat to this is that a subscription created initially with an end_time, the exact interval is used. Subscriptions
that are created with a period have the period parsed again in the context of the new start_time. An example
would be a subscription created on the 1st of February with a period of ‘1 month’ will be extended for 31 days,
but one that was created with an end date of 1st of March will be extended for 28 days.

If the specified subscription has actually been extended, it traverses and extends the last subscription in the
chain.
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18.6 Autorenewing

POST /subscriptions/{id}/action/?do=auto_renew
Toggles the autorenew flag of the subscription. Optionally, the value can be specified in the request.

Status Codes

• 200 – no error

18.7 Grouped subscriptions

GET /groupedsubscriptions/
Returns only the first subscriptions from a chain of extended subscriptions. The extensions are listed in the
‘descendants’ attribute and the end_time is that of the last subscription in the chain.

Status Codes

• 200 – no error

18.8 Calculator

POST /subscriptioncalculator/
This is identical to the subscriptions call, except that subscriptions are not actually bought.

Status Codes

• 200 – no error

18.8.1 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"post"

],
"allowed_list_http_methods": [

"get",
"post"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"amount": {
"blank": false,
"default": 1,
"help_text": "Subscription amount",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
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"auto_renew": {
"blank": false,
"default": true,
"help_text": "States if the subscription will auto renew on expire",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false

},
"descendants": {

"blank": false,
"default": "No default provided.",
"help_text": "Subscriptions that have been extended from the current one",
"nullable": true,
"readonly": true,
"type": "related",
"unique": false

},
"discount_amount": {

"blank": true,
"default": "No default provided.",
"help_text": "Amount of discount",
"nullable": true,
"readonly": false,
"type": "decimal",
"unique": false

},
"discount_percent": {

"blank": true,
"default": "No default provided.",
"help_text": "Percent of discount",
"nullable": true,
"readonly": false,
"type": "decimal",
"unique": false

},
"end_time": {

"blank": false,
"default": "No default provided.",
"help_text": "End time of subscription",
"nullable": true,
"readonly": false,
"type": "datetime",
"unique": false

},
"id": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": true

},
"period": {

"blank": false,
"default": "No default provided.",
"help_text": "Duration of the subscription",
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"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"price": {

"blank": false,
"default": 0,
"help_text": "Subscription price",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"remaining": {

"blank": false,
"default": "No default provided.",
"help_text": "Amount remaining",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"resource": {

"blank": false,
"default": "No default provided.",
"help_text": "Name of resource associated with the subscription",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"resource_uri": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"start_time": {

"blank": false,
"default": "2013-12-10T11:42:25.803528+00:00",
"help_text": "Start time of subscription",
"nullable": false,
"readonly": false,
"type": "datetime",
"unique": false

},
"status": {

"blank": false,
"default": "No default provided.",
"help_text": "Status of the subscription",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false
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},
"subscribed_object": {

"blank": false,
"default": "No default provided.",
"help_text": "Subscribed object - the target of this subscription, if applicable",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"uuid": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": true,
"readonly": false,
"type": "string",
"unique": true

}
},
"filtering": {

"subscribed_object": [
"exact"

]
}

}
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Accounts

Note: See RFC 2616 for more details on HTTP methods semantics

19.1 General

The accounts API supports the following actions

19.2 Create account

POST /accounts/action/?do=create

Create an account on the system.

Status Codes

• 200 – no error

Parameters

• email – The email of the account to be created

19.3 Login/Logout

POST /accounts/action/?do=login
Login to the system using cookie auth

Status Codes

• 200 – no error

• 401 – unauthorized

Example request:

POST /accounts/action/?do=login HTTP/1.1
Host: api.cloudsigma.com
Accept: application/json

Request body
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{
’username’:’123@asd.com’,
’password’:’parola’

}

Response: Empty

POST /accounts/action/?do=logout
Logout from the system when using cookie auth

Status Codes

• 200 – no error

Example request:

POST /accounts/action/?do=logout HTTP/1.1
Host: api.cloudsigma.com
Accept: application/json

Request body

{}

Response: Empty

POST /accounts/action/?do=check_login
Check if you are logged in the system

Status Codes

• 200 – no error

Example request:

POST /accounts/action/?do=check_login HTTP/1.1
Host: api.cloudsigma.com
Accept: application/json

Request body

{}

Response: Empty
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CHAPTER 20

Profile

20.1 Allowed HTTP methods

Method Description
GET get the profile object
PUT update the profile object

Note: See RFC 2616 for more details on HTTP methods semantics

20.2 Listing

GET /profile/

Gets the user profile. Note that profile is a single object so the API does not return a list.

statuscode 200 no error

Example request:

GET /api/2.0/profile/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"address": "1 Main str.",
"api_https_only": false,
"autotopup_amount": "0E-16",
"autotopup_threshold": "0E-16",
"bank_reference": "jdoe123",
"company": "",
"country": "US",
"currency": "USD",
"email": "user@example.com",
"first_name": "John",
"has_autotopup": false,
"invoicing": true,
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"key_auth": false,
"language": "EN",
"last_name": "Doe",
"mailing_list": true,
"meta": {},
"my_notes": "",
"nickname": "",
"phone": "",
"postcode": "1000",
"reseller": "",
"signup_time": "2013-04-24T07:35:36.141574+00:00",
"state": "REGULAR",
"tax_name": null,
"tax_rate": null,
"title": "",
"town": "Dallas",
"uuid": "6f670b3c-a2e6-433f-aeab-b976b1cdaf03",
"vat": ""

}

20.3 Editing

PUT /profile/

statuscode 200 no error

Edits a user profile. (We want to change the company name for example)

Example request:

PUT /api/2.0/profile/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"address": "1 Main str.",
"api_https_only": false,
"autotopup_amount": "0E-16",
"autotopup_threshold": "0E-16",
"bank_reference": "jdoe123",
"company": "Newly Set Company Name",
"country": "US",
"currency": "USD",
"email": "user@example.com",
"first_name": "John",
"has_autotopup": false,
"invoicing": true,
"key_auth": false,
"language": "EN",
"last_name": "Doe",
"mailing_list": true,
"meta": {},
"my_notes": "",
"nickname": "",
"phone": "",
"postcode": "1000",
"reseller": "",
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"signup_time": "2013-04-24T07:35:36.141574+00:00",
"state": "REGULAR",
"tax_name": null,
"tax_rate": null,
"title": "",
"town": "Dallas",
"uuid": "6f670b3c-a2e6-433f-aeab-b976b1cdaf03",
"vat": ""

}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"address": "1 Main str.",
"api_https_only": false,
"autotopup_amount": "0E-16",
"autotopup_threshold": "0E-16",
"bank_reference": "jdoe123",
"company": "Newly Set Company Name",
"country": "US",
"currency": "USD",
"email": "user@example.com",
"first_name": "John",
"has_autotopup": false,
"invoicing": true,
"key_auth": false,
"language": "EN",
"last_name": "Doe",
"mailing_list": true,
"meta": {},
"my_notes": "",
"nickname": "",
"phone": "",
"postcode": "1000",
"reseller": "",
"signup_time": "2013-04-24T07:35:36.141574+00:00",
"state": "REGULAR",
"tax_name": null,
"tax_rate": null,
"title": "",
"town": "Dallas",
"uuid": "6f670b3c-a2e6-433f-aeab-b976b1cdaf03",
"vat": ""

}

20.4 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
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"put"
],
"allowed_list_http_methods": [

"get",
"put"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"address": {
"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"api_https_only": {

"blank": false,
"default": false,
"help_text": "Boolean data. Ex: True",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false

},
"autotopup_amount": {

"blank": false,
"default": 0,
"help_text": "Fixed precision numeric data. Ex: 26.73",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"autotopup_threshold": {

"blank": false,
"default": 0,
"help_text": "Fixed precision numeric data. Ex: 26.73",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"bank_reference": {

"blank": true,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": true,
"readonly": true,
"type": "string",
"unique": false

},
"company": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
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"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"country": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"currency": {

"blank": true,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": true,
"readonly": true,
"type": "string",
"unique": false

},
"email": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"first_name": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"has_autotopup": {

"blank": false,
"default": false,
"help_text": "Boolean data. Ex: True",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false

},
"invoicing": {

"blank": false,
"default": true,
"help_text": "Boolean data. Ex: True",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false
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},
"key_auth": {

"blank": false,
"default": false,
"help_text": "Boolean data. Ex: True",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false

},
"language": {

"blank": false,
"default": "EN",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"last_name": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"mailing_list": {

"blank": false,
"default": true,
"help_text": "Boolean data. Ex: True",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false

},
"meta": {

"blank": false,
"default": "No default provided.",
"help_text": "A dictionary of data. Ex: {’price’: 26.73, ’name’: ’Daniel’}",
"nullable": false,
"readonly": false,
"type": "dict",
"unique": false

},
"my_notes": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"nickname": {

"blank": false,
"default": "",
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"help_text": "User nickname",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"phone": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"postcode": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"reseller": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"signup_time": {

"blank": false,
"default": "2013-12-10T11:29:34.875931+00:00",
"help_text": "A date & time as a string. Ex: \"2010-11-10T03:07:43\"",
"nullable": false,
"readonly": false,
"type": "datetime",
"unique": false

},
"state": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"tax_name": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": true,
"readonly": true,
"type": "string",
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"unique": false
},
"tax_rate": {

"blank": false,
"default": "No default provided.",
"help_text": "Fixed precision numeric data. Ex: 26.73",
"nullable": true,
"readonly": true,
"type": "decimal",
"unique": false

},
"title": {

"blank": false,
"default": "",
"help_text": "User title",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"town": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"uuid": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"vat": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

}
}

}
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Notification contacts

21.1 Listing

GET /notification_contacts/
Gets the list of contacts configured for the account.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/notification_contacts/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 1

},
"objects": [

{
"email": "some_email_1@example.com",
"main": true,
"name": "Some Name",
"phone": "",
"resource_uri": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"uuid": "cc15a0ea-6009-408e-8d47-0d39ad25fd70"

}
]

}
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21.2 Creating

POST /notification_contacts/
Creates a new contact.

Status Codes

• 201 – object created

Example request:

POST /api/2.0/notification_contacts/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"objects": [

{
"email": "some_email_2@example.com",
"name": "Some Name 2",
"phone": "+1 123 555 1234"

}
]

}

Example response:

HTTP/1.1 201 CREATED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"email": "some_email_2@example.com",
"main": null,
"name": "Some Name 2",
"phone": "+1 123 555 1234",
"resource_uri": "/api/2.0/notification_contacts/569827d6-f7ca-46c3-8b78-52cab30d0e7b/",
"uuid": "569827d6-f7ca-46c3-8b78-52cab30d0e7b"

}
]

}

21.3 Editing

PUT /notification_contacts/{uuid}/
Edits a notification contact. Note that changing the main user’s email is not recommended, as if the account
email changes, so will the main contact.

Status Codes

• 200 – no errors

Example request:

PUT /api/2.0/notification_contacts/569827d6-f7ca-46c3-8b78-52cab30d0e7b/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop
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{
"email": "some_email_2@example.com",
"name": "Some New Name"

}

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"email": "some_email_2@example.com",
"main": null,
"name": "Some New Name",
"phone": "+1 123 555 1234",
"pk": "569827d6-f7ca-46c3-8b78-52cab30d0e7b",
"resource_uri": "/api/2.0/notification_contacts/569827d6-f7ca-46c3-8b78-52cab30d0e7b/",
"uuid": "569827d6-f7ca-46c3-8b78-52cab30d0e7b"

}

21.4 Deleting

DELETE /notification_contacts/{uuid}/
Delete a notification contact. Note that you cannot delete the main contact.

Status Codes

• 204 – no errors

Example request:

DELETE /api/2.0/notification_contacts/569827d6-f7ca-46c3-8b78-52cab30d0e7b/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 204 NO CONTENT
Content-Type: text/html; charset=utf-8
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Notification preferences

22.1 Listing

GET /notification_preferences/
Gets the list of contacts configured for the account.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/notification_preferences/?limit=0 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 23

},
"objects": [

{
"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "out_of_money_soon",
"value": false

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_expire_soon",
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"value": false
},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_success",
"value": false

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "reset_password",
"value": false

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "trial_expire",
"value": false

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "drives_delete_soon",
"value": false

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_expire",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "new_account",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "api",
"type": "payment_withheld",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "random_upgrade",
"value": false

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renew_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
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"medium": "email",
"type": "drives_delete",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_failure",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "stop_servers",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "api",
"type": "payment_approved",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_very_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_expire_very_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "payment_failed",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "out_of_money_very_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "payment",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "api",
"type": "payment_cancelled",
"value": true

},
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{
"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "trial_expire_soon",
"value": true

}
]

}

22.2 Updating

PUT /notification_preferences/
Updates the specified preferences. Only the ones in the request are modified.

Status Codes

• 200 – no error

Example request:

PUT /api/2.0/notification_preferences/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

{
"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_soon",
"value": false

}

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_soon",
"value": false

}
]

}

Multiple objects can be specified in the request.

Example request:

PUT /api/2.0/notification_preferences/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

[
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
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"medium": "email",
"type": "out_of_money_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_expire_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_success",
"value": true

}
]

Example response:

HTTP/1.1 202 ACCEPTED
Content-Type: application/json; charset=utf-8

{
"objects": [

{
"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "out_of_money_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_expire_soon",
"value": true

},
{

"contact": "/api/2.0/notification_contacts/cc15a0ea-6009-408e-8d47-0d39ad25fd70/",
"medium": "email",
"type": "subscription_renewal_success",
"value": true

}
]

}
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Billing

23.1 Balance

23.1.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

23.1.2 Listing

GET /balance/
Get the balance and currency of the current account.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/balance/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"balance": "189.82406289729143017134",
"currency": "USD"

}

23.1.3 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
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{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"balance": {
"default": "No default provided.",
"help_text": "Amount of money in account",
"readonly": true,
"required": true,
"type": "decimal"

},
"currency": {

"default": "No default provided.",
"help_text": "Currency of the account",
"readonly": true,
"required": true,
"type": "string"

}
}

}

23.2 Pricing

23.2.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

23.2.2 Listing

GET /pricing/
Gets the pricing information that are applicable to the cloud. Subscription prices use a burst level of 0.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/pricing/?limit=5 HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
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"current": {
"cpu": 2,
"dssd": 1,
"ip": 1,
"mem": 1,
"msft_7jq_00341": 1,
"msft_7nq_00302": 1,
"msft_lwa_00135": 1,
"msft_p71_01031": 1,
"msft_p73_04837": 1,
"msft_p73_04837_core": 1,
"msft_tfa_00009": 1,
"msft_tfa_00523": 1,
"sms": 1,
"ssd": 1,
"tx": 9,
"vlan": 1

},
"meta": {

"limit": 5,
"offset": 0,
"total_count": 384

},
"next": {

"cpu": 2,
"dssd": 1,
"ip": 1,
"mem": 1,
"msft_7jq_00341": 1,
"msft_7nq_00302": 1,
"msft_lwa_00135": 1,
"msft_p71_01031": 1,
"msft_p73_04837": 1,
"msft_p73_04837_core": 1,
"msft_tfa_00009": 1,
"msft_tfa_00523": 1,
"sms": 1,
"ssd": 1,
"tx": 9,
"vlan": 1

},
"objects": [

{
"currency": "GBP",
"id": "688",
"level": 20,
"multiplier": 2783138807808000,
"price": "0.18390000000000000000",
"resource": "dssd",
"unit": "GB/month"

},
{

"currency": "GBP",
"id": "687",
"level": 19,
"multiplier": 2783138807808000,
"price": "0.18380000000000000000",
"resource": "dssd",
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"unit": "GB/month"
},
{

"currency": "GBP",
"id": "686",
"level": 18,
"multiplier": 2783138807808000,
"price": "0.18370000000000000000",
"resource": "dssd",
"unit": "GB/month"

},
{

"currency": "GBP",
"id": "685",
"level": 17,
"multiplier": 2783138807808000,
"price": "0.18360000000000000000",
"resource": "dssd",
"unit": "GB/month"

},
{

"currency": "GBP",
"id": "684",
"level": 16,
"multiplier": 2783138807808000,
"price": "0.18350000000000000000",
"resource": "dssd",
"unit": "GB/month"

}
]

}

23.2.3 Burst levels

The current and future burst levels are provided in objects at the root of the response. The burst levels are
calculated every 5 minutes based on the usage of the cloud and are applied 5 minutes later (when the next
burst levels are calculated)

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"current": {

"cpu": 2,
"dssd": 1,
"ip": 1,
"mem": 1,
"msft_7jq_00341": 1,
"msft_7nq_00302": 1,
"msft_lwa_00135": 1,
"msft_p71_01031": 1,
"msft_p73_04837": 1,
"msft_p73_04837_core": 1,
"msft_tfa_00009": 1,
"msft_tfa_00523": 1,
"sms": 1,
"ssd": 1,
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"tx": 9,
"vlan": 1

},
"next": {

"cpu": 2,
"dssd": 1,
"ip": 1,
"mem": 1,
"msft_7jq_00341": 1,
"msft_7nq_00302": 1,
"msft_lwa_00135": 1,
"msft_p71_01031": 1,
"msft_p73_04837": 1,
"msft_p73_04837_core": 1,
"msft_tfa_00009": 1,
"msft_tfa_00523": 1,
"sms": 1,
"ssd": 1,
"tx": 9,
"vlan": 1

}
}

23.2.4 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
"default_limit": 0,
"fields": {

"currency": {
"blank": false,
"default": "No default provided.",
"help_text": "The currency of the price",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"id": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": true

},
"level": {
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"blank": false,
"default": 0,
"help_text": "The burst level the price applies to",
"nullable": false,
"readonly": false,
"type": "integer",
"unique": false

},
"multiplier": {

"blank": false,
"default": "No default provided.",
"help_text": "The multiplier applied to get the price of one unit per second, from the unit of the price",
"nullable": false,
"readonly": true,
"type": "integer",
"unique": false

},
"price": {

"blank": false,
"default": "No default provided.",
"help_text": "Price",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"resource": {

"blank": false,
"default": "No default provided.",
"help_text": "The resource the price applies to",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"unit": {

"blank": false,
"default": "No default provided.",
"help_text": "The unit of the price",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

}
},
"filtering": {

"level": 1
}

}
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23.3 Discounts

23.3.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

23.3.2 Listing

GET /discount/
Get discount information.

statuscode 200 no error

Example request:

GET /api/2.0/discount/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
"total_count": 5

},
"objects": [

{
"period": "3 months",
"value": "0.0300000000"

},
{

"period": "6 months",
"value": "0.1000000000"

},
{

"period": "1 year",
"value": "0.2500000000"

},
{

"period": "2 years",
"value": "0.3500000000"

},
{

"period": "3 years",
"value": "0.4500000000"

}
]

}
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23.3.3 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
"default_limit": 0,
"fields": {

"period": {
"blank": false,
"default": "No default provided.",
"help_text": "The minimum period for this discount",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"value": {

"blank": false,
"default": 0,
"help_text": "The value of the discount",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

}
}

}

23.4 Transaction list

23.4.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

23.4.2 Listing

GET /ledger/
Get the transactions for the account.

statuscode 200 no error

Example request:
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GET /api/2.0/ledger/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 20,
"offset": 0,
"total_count": 10

},
"objects": [

{
"amount": "-55.00000000000000000000",
"billing_cycle": null,
"end": "189.82406289729143017134",
"human_interval": null,
"id": "60125",
"initial": "134.82406289729143017134",
"interval": null,
"reason": "Payment through card - 10b10984-618d-11e3-bb0a-0025904a9b99",
"resource_amount": "1",
"time": "2013-12-10T11:20:28.355643+00:00"

},
{

"amount": "-77.00000000000000000000",
"billing_cycle": null,
"end": "134.82406289729143017134",
"human_interval": null,
"id": "60124",
"initial": "57.82406289729143017134",
"interval": null,
"reason": "Payment through card - 0c1ba4d8-618d-11e3-bb0a-0025904a9b99",
"resource_amount": "1",
"time": "2013-12-10T11:20:24.327744+00:00"

},
{

"amount": "0.00302250000000000000",
"billing_cycle": 95388,
"end": "57.82406289729143017134",
"human_interval": "1 minutes",
"id": "48579",
"initial": "57.82708539729143017134",
"interval": 62,
"reason": "Burst: 15.00 GHz of cpu for 1 minutes at 2013-12-09 16:09",
"resource_amount": "15000",
"time": "2013-12-09T16:10:59.864271+00:00"

},
{

"amount": "0.00003705232124522696",
"billing_cycle": 95388,
"end": "57.82708539729143017134",
"human_interval": "49 seconds",
"id": "48486",
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"initial": "57.82712244961267539830",
"interval": 49,
"reason": "Burst: 7.00 GB of dssd for 49 seconds at 2013-12-09 16:02",
"resource_amount": "7516162768",
"time": "2013-12-09T16:03:02.690900+00:00"

},
{

"amount": "0.00311006944444444444",
"billing_cycle": 95388,
"end": "57.82712244961267539830",
"human_interval": "53 seconds",
"id": "47577",
"initial": "57.83023251905711984274",
"interval": 53,
"reason": "Burst: 12.50 GHz of cpu for 53 seconds at 2013-12-09 14:46",
"resource_amount": "12500",
"time": "2013-12-09T14:47:29.005985+00:00"

},
{

"amount": "0.00186041666666666667",
"billing_cycle": 95388,
"end": "57.83023251905711984274",
"human_interval": "47 seconds",
"id": "47563",
"initial": "57.83209293572378650941",
"interval": 47,
"reason": "Burst: 12.50 GHz of cpu for 47 seconds at 2013-12-09 14:45",
"resource_amount": "12500",
"time": "2013-12-09T14:46:36.520183+00:00"

},
{

"amount": "0.00002344126446126604",
"billing_cycle": 95388,
"end": "57.83209293572378650941",
"human_interval": "31 seconds",
"id": "47462",
"initial": "57.83211637698824777545",
"interval": 31,
"reason": "Burst: 7.00 GB of dssd for 31 seconds at 2013-12-09 14:39",
"resource_amount": "7516162768",
"time": "2013-12-09T14:39:45.605181+00:00"

},
{

"amount": "0.00002419743428259720",
"billing_cycle": 95388,
"end": "57.83211637698824777545",
"human_interval": "32 seconds",
"id": "47452",
"initial": "57.83214057442253037265",
"interval": 32,
"reason": "Burst: 7.00 GB of dssd for 32 seconds at 2013-12-09 14:38",
"resource_amount": "7516162768",
"time": "2013-12-09T14:39:08.121192+00:00"

},
{

"amount": "0.00022533860675668643",
"billing_cycle": 95384,
"end": "57.83214057442253037265",
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"human_interval": "5 minutes",
"id": "47189",
"initial": "57.83236591302928705908",
"interval": 298,
"reason": "Burst: 7.00 GB of dssd for 5 minutes at 2013-12-09 13:55",
"resource_amount": "7516162768",
"time": "2013-12-09T13:57:09.219410+00:00"

},
{

"amount": "0.00000403749420204096",
"billing_cycle": null,
"end": "57.83236591302928705908",
"human_interval": null,
"id": "14",
"initial": "57.83236995052348910004",
"interval": null,
"reason": "Auto renewing subscriptions 3742",
"resource_amount": "1",
"time": "2013-11-27T12:49:05.409283+00:00"

}
]

}

23.4.3 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"amount": {
"blank": false,
"default": 0,
"help_text": "Amount of the operation, positive for debits, negative for credits",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"billing_cycle": {

"blank": false,
"default": "No default provided.",
"help_text": "Billing cycle that generated this charge",
"nullable": true,
"readonly": false,
"type": "integer",
"unique": false

},
"end": {
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"blank": false,
"default": 0,
"help_text": "Amount of money after the operation",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"human_interval": {

"blank": false,
"default": "No default provided.",
"help_text": "Human readable interval of bill entry",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"id": {

"blank": false,
"default": "",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": false,
"type": "string",
"unique": true

},
"initial": {

"blank": false,
"default": 0,
"help_text": "Amount of money before the operation",
"nullable": false,
"readonly": false,
"type": "decimal",
"unique": false

},
"interval": {

"blank": false,
"default": "No default provided.",
"help_text": "Interval of bill entry",
"nullable": true,
"readonly": false,
"type": "integer",
"unique": false

},
"reason": {

"blank": false,
"default": "No default provided.",
"help_text": "Description of the operation",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"resource_amount": {

"blank": false,
"default": 1,
"help_text": "Resource amount",
"nullable": true,
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"readonly": false,
"type": "string",
"unique": false

},
"time": {

"blank": false,
"default": "2013-12-10T11:20:35.251567+00:00",
"help_text": "A date & time as a string. Ex: \"2010-11-10T03:07:43\"",
"nullable": false,
"readonly": false,
"type": "datetime",
"unique": false

}
},
"filtering": {

"billing_cycle": 1,
"time": 1

},
"ordering": [

"time"
]

}

23.5 Discounts

23.5.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

23.5.2 Listing

GET /discount/
Get discount information.

statuscode 200 no error

Example request:

GET /api/2.0/discount/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 0,
"offset": 0,
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"total_count": 5
},
"objects": [

{
"period": "3 months",
"value": "0.0300000000"

},
{

"period": "6 months",
"value": "0.1000000000"

},
{

"period": "1 year",
"value": "0.2500000000"

},
{

"period": "2 years",
"value": "0.3500000000"

},
{

"period": "3 years",
"value": "0.4500000000"

}
]

}

23.5.3 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
"default_limit": 0,
"fields": {

"period": {
"blank": false,
"default": "No default provided.",
"help_text": "The minimum period for this discount",
"nullable": true,
"readonly": false,
"type": "string",
"unique": false

},
"value": {

"blank": false,
"default": 0,
"help_text": "The value of the discount",
"nullable": false,
"readonly": false,
"type": "decimal",
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"unique": false
}

}
}

23.6 Current usage

23.6.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

23.6.2 Listing

GET /currentusage/
Get the current usage of the user.

Status Codes

• 200 – no error

Example request:

GET /api/2.0/currentusage/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"balance": {

"balance": "189.82406289729143017134",
"currency": "USD"

},
"usage": {

"cpu": {
"burst": 0,
"subscribed": 5000,
"using": 2000

},
"dssd": {

"burst": 0,
"subscribed": 53687121200,
"using": 37580963840

},
"ip": {

"burst": 0,
"subscribed": 1,
"using": 1

},
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"mem": {
"burst": 0,
"subscribed": 34359738368,
"using": 2147483648

},
"msft_7jq_00341": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_7nq_00302": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_lwa_00135": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_p71_01031": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_p73_04837": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_p73_04837_core": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_tfa_00009": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"msft_tfa_00523": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"sms": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"ssd": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"tx": {

"burst": 0,
"subscribed": 2147467856,
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"using": 0
},
"vlan": {

"burst": 0,
"subscribed": 1,
"using": 1

}
}

}

23.6.3 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get",
"put",
"delete"

],
"allowed_list_http_methods": [

"get",
"put",
"delete",
"post"

],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"balance": {
"default": "No default provided.",
"help_text": "A dictionary of data. Ex: {’price’: 26.73, ’name’: ’Daniel’}",
"readonly": false,
"required": true,
"type": "dict"

},
"usage": {

"default": "No default provided.",
"help_text": "A dictionary of data. Ex: {’price’: 26.73, ’name’: ’Daniel’}",
"readonly": false,
"required": true,
"type": "dict"

}
}

}

23.7 Licenses list

23.7.1 Allowed HTTP methods

Method Description
GET get / list object/s
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Note: See RFC 2616 for more details on HTTP methods semantics

23.7.2 Listing

GET /licenses/
Get the licenses available on the cloud. The type of the license can be one of:

Status Codes

• 200 – no error

•install - These licenses are billed per installation, regardless of whether it is attached to a running guests
or not.

•instance - These licenses are billed per running instance of a guest. A license attached to a guest that’s
stopped is not billed.

•stub - These licenses are billed per a metric specified by the customer (i.e. per number of users license)

The user metric field specifies what attribute on the instance of the guest is used for determining the number of
licenses. For example, “smp” will count one license for each CPU/core in the virtual machine.

Example request:

GET /api/2.0/licenses/ HTTP/1.1
Content-Type: application/json
Authorization: Basic SWYgeW91IGZvdW5kIHRoaXMsIGhhdmUgYSBjb29raWUsIHlvdSBkZXNlcnZlIGl0IDop

Example response:

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"meta": {

"limit": 20,
"offset": 0,
"total_count": 5

},
"objects": [

{
"burstable": false,
"long_name": "SQL Server Enterprise Edition",
"name": "msft_7jq_00341",
"resource_uri": "/api/2.0/licenses/16/",
"type": "instance",
"user_metric": "smp"

},
{

"burstable": false,
"long_name": "SQL Server Standard Edition",
"name": "msft_7nq_00302",
"resource_uri": "/api/2.0/licenses/17/",
"type": "instance",
"user_metric": "smp"

},
{

"burstable": false,
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"long_name": "Windows Server Datacenter",
"name": "msft_p71_01031",
"resource_uri": "/api/2.0/licenses/19/",
"type": "instance",
"user_metric": "smp"

},
{

"burstable": false,
"long_name": "Windows Server Standard",
"name": "msft_p73_04837_core",
"resource_uri": "/api/2.0/licenses/15/",
"type": "instance",
"user_metric": "smp"

},
{

"burstable": false,
"long_name": "SQL Server Web",
"name": "msft_tfa_00523",
"resource_uri": "/api/2.0/licenses/18/",
"type": "instance",
"user_metric": "smp"

}
]

}

23.7.3 Schema

HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"burstable": {
"blank": false,
"default": false,
"help_text": "Whether this resource can be used on burst",
"nullable": false,
"readonly": false,
"type": "boolean",
"unique": false

},
"long_name": {

"blank": false,
"default": "",
"help_text": "A human readable name for the resource.",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false
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},
"name": {

"blank": false,
"default": "No default provided.",
"help_text": "Name that should be used when purchasing",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"resource_uri": {

"blank": false,
"default": "No default provided.",
"help_text": "Unicode string data. Ex: \"Hello World\"",
"nullable": false,
"readonly": true,
"type": "string",
"unique": false

},
"type": {

"blank": false,
"default": "instance",
"help_text": "Type of billing",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

},
"user_metric": {

"blank": false,
"default": "No default provided.",
"help_text": "The metric that the user is charged for",
"nullable": false,
"readonly": false,
"type": "string",
"unique": false

}
}

}
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Current Usage

24.1 Allowed HTTP methods

Method Description
GET get / list object/s

Note: See RFC 2616 for more details on HTTP methods semantics

24.2 Listing

GET /currentusage/
Gets the current usage of the authenticated user has access.

Parameters

• context – another account whose drives should be listed

Status Codes

• 200 – no error

Example request:

GET /2.0/currentusage/ HTTP/1.1
Host: api.cloudsigma.com
Accept: application/json
Authorization: Basic dGVzdHVzZXJAY2xvdWRzaWdtYS5jb206dmJudmJu

Example response:

HTTP/1.0 200 OK
Content-Type: application/json; charset=utf-8

{
"balance": {

"balance": "9899.16666666666666666667",
"currency": "CHF"

},
"usage": {

"cpu": {
"burst": 0,
"subscribed": 0,
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"using": 0
},
"dssd": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"ip": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"mem": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"ssd": {

"burst": 0,
"subscribed": 0,
"using": 0

},
"vlan": {

"burst": 0,
"subscribed": 0,
"using": 0

}
}

}

24.2.1 Request schema

None.

24.2.2 Response schema

{
"allowed_detail_http_methods": [

"get"
],
"allowed_list_http_methods": [

"get"
],
"default_format": "application/json",
"default_limit": 20,
"fields": {

"balance": {
"default": "No default provided.",
"help_text": "A dictionary of data. Ex: {’price’: 26.73, ’name’: ’Daniel’}",
"readonly": false,
"required": true,
"type": "dict"

},
"usage": {

"default": "No default provided.",
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"help_text": "A dictionary of data. Ex: {’price’: 26.73, ’name’: ’Daniel’}",
"readonly": false,
"required": true,
"type": "dict"

}
}

}
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CHAPTER 25

Asynchronous server

25.1 Authentication

In order to use the asynchronous server, you must first authenticate through the API. This will give you a cookie that
is valid for 2 minutes and that has to be used when connecting to the server.

statuscode 200 no error

Example request:

POST /2.0/accounts/action/?do=authenticate_asynchronous HTTP/1.1
Host: api.cloudsigma.com
Accept: application/json
Authorization: Basic dGVzdHVzZXJAY2xvdWRzaWdtYS5jb206dmJudmJu

Example response:

HTTP/1.0 200 OK
Content-Type: application/json; charset=utf-8
Set-Cookie: async_auth=YTlhZmMwYTctOWYzNi00ZmUzLThlYmUtMGZiOGZlODE0ZmQx|1356012032|f785e3d8083c7666209e54477652de0d057f0791; expires=Thu, 20-Dec-2012 14:02:32 GMT; Max-Age=120; Path=/

{}

Using this cookie will allow you to connect to the server at /2.0/websocket

25.2 Information

The websocket server sends frames every time one of the following changes:

• Subscriptions

• Drives

• Servers / VMs

• Networking

• Balance

• Profile

The frame is a JSON object that contains the following fields:

• resource_type: A text field that describes the type of resource covered by the notification.
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• resource_uri: The URI of the resource that has changed.
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CHAPTER 26

Indices and tables

• genindex

• modindex

• search
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HTTP Routing Table

/accounts
POST /accounts/action/?do=check_login,

??
POST /accounts/action/?do=create, ??
POST /accounts/action/?do=login, ??
POST /accounts/action/?do=logout, ??

/balance
GET /balance/, ??

/capabilities
GET /capabilities/, ??

/currentusage
GET /currentusage/, ??

/discount
GET /discount/, ??

/drives
GET /drives/, ??
POST /drives/, ??
DELETE /drives/, ??
POST /drives/?avoid={<server_or_drive_uuid1>,<server_or_drive_uuid2>,...},

??
GET /drives/availability_groups/, ??
GET /drives/availability_groups/{uuid}/,

??
GET /drives/detail/, ??
GET /drives/{drive_uuid}/, ??
GET /drives/{uuid}/, ??
PUT /drives/{uuid}/, ??
DELETE /drives/{uuid}/, ??
POST /drives/{uuid}/action/?do=clone,

??
POST /drives/{uuid}/action/?do=clone&avoid={<server_or_drive_uuid1>,<server_or_drive_uuid2>,...},

??
POST /drives/{uuid}/action/?do=resize,

??

/fwpolicies
GET /fwpolicies/, ??
POST /fwpolicies/, ??
GET /fwpolicies/detail/, ??
PUT /fwpolicies/{uuid}/, ??

/global_context
GET /global_context/, ??
POST /global_context/, ??

/groupedsubscriptions
GET /groupedsubscriptions/, ??

/https:
POST https://direct.{loc}.cloudsigma.com/api/2.0/drives/upload/,

??
GET https://direct.{loc}.cloudsigma.com/api/2.0/drives/{uuid}/download/,

??

/ips
GET /ips/, ??
GET /ips/(uuid:ip_uuid)/, ??
PUT /ips/(uuid:ip_uuid)/, ??
GET /ips/detail/, ??

/ledger
GET /ledger/, ??

/libdrives
GET /libdrives/, ??
GET /libdrives/{uuid}/, ??
POST /libdrives/{uuid}/action/?do=clone,

??

/licenses
GET /licenses/, ??

/logs
GET /logs/, ??
GET /logs/schema/, ??
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/notification_contacts
GET /notification_contacts/, ??
POST /notification_contacts/, ??
PUT /notification_contacts/{uuid}/, ??
DELETE /notification_contacts/{uuid}/,

??

/notification_preferences
GET /notification_preferences/, ??
PUT /notification_preferences/, ??

/pricing
GET /pricing/, ??

/profile
GET /profile/, ??
PUT /profile/, ??

/servers
GET /servers/, ??
POST /servers/, ??
GET /servers/availability_groups/, ??
GET /servers/availability_groups/{uuid}/,

??
GET /servers/detail/, ??
POST /servers/{server_uuid}/action/?do=clone&avoid={<server_or_drive_uuid1>,<server_or_drive_uuid2>,...},

??
GET /servers/{uuid}/, ??
PUT /servers/{uuid}/, ??
DELETE /servers/{uuid}/, ??
DELETE /servers/{uuid}/?recurse={recurse_option},

??
POST /servers/{uuid}/action/?do=clone,

??
POST /servers/{uuid}/action/?do=close_vnc,

??
POST /servers/{uuid}/action/?do=open_vnc,

??
POST /servers/{uuid}/action/?do=start,

??
POST /servers/{uuid}/action/?do=start&avoid={<server1_uuid>,<server2_uuid>,...},

??
POST /servers/{uuid}/action/?do=stop,

??

/snapshots
GET /snapshots/, ??
POST /snapshots/, ??
DELETE /snapshots/, ??
GET /snapshots/detail/, ??
GET /snapshots/{uuid}/, ??
PUT /snapshots/{uuid}/, ??
DELETE /snapshots/{uuid}/, ??

GET /snapshots/{uuid}/?drive={drive_uuid},
??

POST /snapshots/{uuid}/action/?do=clone,
??

/subscriptioncalculator
POST /subscriptioncalculator/, ??

/subscriptions
GET /subscriptions/, ??
POST /subscriptions/, ??
POST /subscriptions/{id}/action/?do=auto_renew,

??
POST /subscriptions/{id}/action/?do=extend,

??

/tag
GET /tag/(uuid:tag_uuid)/, ??

/tags
GET /tags/, ??
POST /tags/, ??
GET /tags/detail/, ??
PUT /tags/{uuid}/, ??
DELETE /tags/{uuid}/, ??
GET /tags/{uuid}/{resource_type}/, ??

/vlans
GET /vlans/, ??
GET /vlans/(uuid:vlan_uuid)/, ??
PUT /vlans/(uuid:vlan_uuid)/, ??
GET /vlans/detail/, ??
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